Version 2.2
June 21, 2011

Small Business 

Information Security 

Workbook

June 21, 2011 - Version 2.2
Author:  Susan Lincke, PhD CISA

This workbook is to be used as a help to small organizations in developing a mature IT framework: to increase reliability, security, confidentiality and reduce risk relating to the IT area and the organization as a whole.  It can be applied to not-for-profit, for-profit, or government organizations, and may serve as a starting point for larger organizations.  The workbook discusses legislation commonly required by small businesses (but may not address legislation applicable to a specific industry.)

The development of this workbook was funded by the National Science Foundation (NSF) Course, Curriculum and Laboratory Improvement (CCLI) grant 0837574: Information Security: Audit, Case Study, and Service Learning.   Any opinions, findings, and conclusions or recommendations expressed in this material are those of the author and/or source(s) and do not necessarily reflect the views of the NSF.

Small Business Information Security Workbook

31.
Introduction


41.1
Permissions


41.2
Recognition of Contribution


42.
Overview


73.
Strategic Security Plans


73.1
Code of Ethics


93.2
Policy Manual


153.3
Risk Analysis


213.4
Business Impact Analysis & Business Continuity


273.5
Legal Compliance


304.
Tactical Security Planning


304.1
Information Security


354.2
Network Security Plan


394.3
Physical Security Plan


424.4
Incident Response


474.5
Metrics


494.6
Personnel Security Plan


525.
Operational Security Plans


535.1
Information Security


545.2
Computer & Server Security


565.3
Network Security


575.4
Physical Security


585.5
Business Continuity


615.6
Personnel Security


646.
Audit Standards


646.1
Audit Planning


656.2
Audit Plan Standard


666.3
Audit Report Standard


666.4
Equipment Baseline Audit


676.5
Audit Help Guides


696.6
COBIT Evaluation


72Appendix A: Incident Response Report


74Appendix B: IT Governance & Planning


76Appendix C: Payment Card Industry Data Security Standard Requirements


77Appendix D: Sarbanes-Oxley Act Compliance for Non-Profit Organizations


78Appendix E: Operational Network Security: Using a Protocol Analyzer


79Appendix F: Operational Network Security: Router Configuration


83References




Introduction

This workbook is to be used as a help to small organizations to develop a mature IT framework, to increase reliability, security, confidentiality and reduce risk relating to the IT area and the organization as a whole.  Threats to small companies arise from many sources.  Internet exposure can increase organizational visibility and success, but exposes a computer network to attackers worldwide.  Fraud reduces large companies’ income by an average of 5% annually
.  However, fraud can devastate smaller organizations, which take longer to discover the fraud case and tend to lose larger sums of money.  Computers and their networks will always fail at some time, and the organization must be prepared for such an occurrence.  Finally, most businesses must adhere to one or more sets of legislation or standards.  This book will help organizations to mature their IT and organizational security, to reduce risk, address common legislation, and to handle emergency events better.

Small businesses are commonly defined to be organizations with up to 500 employees.  In our experience with community-based projects, many of these organizations have no full time information technology (IT) staff, or if they do, they have no full-time information security staff.  The IT personnel they do employ have insufficient time and funds to address security needs, and they may also lack sufficient security training.  This is a major problem since small businesses comprise 50% of the American Gross National Product and create 50% of all new jobs
.  With such little security in place, NIST reports that criminals now find that smaller organizations are much easier to attack than the better funded, larger companies2.  

However, while small businesses do lack security knowledge and implementation, they do have a couple of advantages over larger companies:  the relationship between management and IT staff is closer in general.  Communications is less compartmentalized.  Management tends to have a better understanding and control over their operations, and this communication and control can help tremendously during the security development process.  It is crucial during the security design process that management and IT work together to design security, and this workbook can serve as that framework.

This workbook is based on ISACA’s COBIT
, NISTIR 7621, as well as other professional security guides (CISA
, CISM
) including some legislative standards.  NISTIR 7621
, entitled “Small Business Information Security: The Fundamentals”, is a publication of the American National Institute of Standards and Technology (NIST).  COBIT is a maturity model developed for corporations who must address Sarbanes-Oxley legislation.  This workbook helps organizations to achieve COBIT Level 3, the Defined Level.   Smaller organizations often do not have the manpower, structure, or need for the full COBIT model.  In this workbook, COBIT has been simplified and reduced to be applicable to smaller organizations.  As small organizations grow, are affected by other legislation, or wish to develop further maturity, they can adopt the COBIT or another model directly.  This workbook can be applied to not-for-profit, for-profit, or government organizations, but may not address specific legislation applicable to an industry. For medium-sized organizations or other organizations very prone to security legislation (such as financial companies), this workbook can be used as a starting point to address security.  The workbook provides direction for security design, but will require professional IT assistance for implementation.  Finally, this workbook is still a work-in-progress.  Further iterations of the document will be more fully vetted.

This workbook has chapters listing specific recommended practices, and work pages with questions that the organization may address to its own needs.  The book is best used in digital form, so that the organization can directly edit this workbook, post sections for employee viewing, and maintain standards as their business changes and grows.  Organizations may choose to rename and divide the book to better address or disseminate its information.

1.1 Permissions

This document is to be used as a workbook within a company or organization.  However authorship rights and privileges remain with the author, Susan J Lincke.

1.2 Recognition of Contribution

My students and community partners have contributed greatly to this work by indicating areas requiring further clarification and explanation.  Specific students have made significant contributions to one or more sections, including Tim Dorr and Gabriel John.  I would like to thank the following people who have served as reviewers:  Dr Weijun Zheng, instructor Tim Knautz, medical writer Alice Pappas, and Natasha Ravnikar MBA.  Thank you to all contributors!

2. Overview

Responsibility can be divided between decision-making, or management functions, technical planning, operational procedures, and audit or compliance.  This workbook addresses the four areas in separate chapters.  

Management areas require decisions to be made at the top management level, which provide direction based on business needs.  Specific Strategic areas to be addressed are included in Chapter 3:

· Code of Ethics:  An organization must define what its employees, volunteers, and contractors can and cannot do.  The Code of Ethics helps to prevent fraud and should be made available to personnel.

· Policy Manual:  A suggested set of policies for the IT department is provided.  Policies applying to business functional areas should also be addressed.  Once policies are defined, specific procedures or standards should be developed to ensure conformity.  

· Risk Analysis:  What risks could cause substantial damage to the organization?  This section evaluates, documents, and addresses such risk.

· Business Impact Analysis:  If a computer server or network goes out-of-service, how would the organization cope?  Which business functions cannot be manually done in an emergency?  Data would be lost if a disk failure occurred: for how long (or for what duration) can the organization afford to lose data?

· Legal Compliance:  Which legislation must this organization pay attention to?  This section looks at various legislation in the United States that affect various Small to Medium Enterprise (SME) industries, and indicates which sections of the workbook are applicable to each.

Tactical areas of security are included in Chapter 4, and define the security architecture:

· Information Security:  Which data is of strategic or critical importance?  Which data must remain confidential for legal, liability, business competition, trade secret, goodwill or reputational reasons?  Data must be categorized and procedures must be defined for how each category of data is to be handled.  Secondly, who should have access to confidential or critical data?  How is authorization to be handled to ensure access is limited?

· Network Security:  Diagram the network to ensure adequate controls are in place.  Technological controls (routers, firewalls), logical paths of entry (Internet, dial-up, wireless), and application servers are diagrammed to ensure Defense in Depth is provided.

· Physical Security:  Site(s) must be diagramed to ensure adequate security.  Physical controls include access controls: walls, locks, guards, and availability controls: air conditioning, UPS, fire suppressant systems.  Rooms are categorized according to the class of data they contain.

· Incident Response:  If an attacker does enter the organization’s computer network, how should IT respond: close down system immediately or continue operation?  Should law enforcement be called in?  When should management be notified?  A list of actions to be taken in such an event is defined.

· Metrics:  Metrics ensure that compliance to policies and security control is effective.  This is a scorecard of the security program.

· Personnel Security:  Separation of Duties, if possible, helps to prevent fraud.  Also, people need to be assigned security roles and trained to perform them.

Chapter 5 includes the lowest level security documentation, including the Contextual and Operational levels.  These levels define the required configurations of the security or secured devices, and the procedures to carry out security policies.  In some cases, little or no direction is provided by this workbook for procedures below, but defined procedures are recommended for a mature IT process.  Hopefully, in future editions of this document this section will be more defined.  Some of the most important specific operational areas to be addressed are included below, and Chapter 5 includes sections for these and more:

· Roles and Responsibilities:  This section keeps track of the responsibilities that are assigned to each role, as work in the security workbook progresses.  This is a good section to continually update, instead of working on this by itself.  Start by defining the roles, even if no responsibilities are described.

· IT Equipment Inventory:  What computer/server/network devices does the organization own, and what specific hardware or software is loaded on each (particularly licensed software?)  

· Standards or Procedures for Software Installation:  What standard set of software is installed for various IT users?  How can users request specific software to be installed?  What is the approval process for new software?

· Procedures for Back-up and Restore:  Data must be backed up on disk or tape, using a standard naming convention.  Backed up data should be maintained off-site.  Restore procedures describe how backup data can be reloaded in the event of a disk failure or sabotage.

· Procedures for Authentication:  How are system/application permissions requested, approved, and tracked?

· Procedures for Change Management:  How do people submit requests for changes?  

· Optional Procedures:  These optional procedures are standard requirements at large companies.  Procedures for Incident Response.

This workbook provides audit standards as well, to help small organizations perform internal audits.  Audit standards are listed in Chapter 6.

· Audit Planning Process:  Which is your most critical areas to be secured?  Risk-based auditing considers these first.

· Audit Plan Standard:  Shows a format for an audit plan.

· Audit Report Standard:  Shows a format for an audit report.

· Equipment Baseline Audit:  This standardized form is used to audit a computer PC or workstation.

Strategic Security Plans

The Strategic level is concerned with the business view, in order to determine what to protect and why.  The strategic level should be defined first, before approaching other levels (tactical and operational).  The strategic level gives a direction from executive management for security implementation.  These strategic plans are defined or approved by upper management and disseminated to applicable employees, contractors, and volunteers.  

2.1  Code of Ethics

This code of ethics
 provides general guidelines, and is not intended to cover every potential scenario.  Examples are provided only as necessary for the employee to understand general concepts.

General Employee Conduct While at Work

This organization expects employees to be honest and ethical at the work place, and to guide their actions while employed by this organization.  

Employees are expected to work overtime when patients remain in the office after hours, until the doctor on staff gives permission to leave.  

HIPAA guidelines are to be followed, on potential penalty of fines and jail time.

Unethical Behavior

The organization has a zero-tolerance level for unethical and illegal behavior.  Violations will result in censure, termination, and/or legal action, depending on the violation.  Strictly prohibited behavior includes (but is not limited to) taking kickbacks or bribes, giving confidential information to parties outside the company, falsifying employment documents, or other unethical actions as specified below.  

Conflict of Interest

Relationships with vendors (particularly pharmaceutical vendors) is permitted, but must be disclosed.  Partisan members shall not be involved in evaluating related supplier decisions.

Confidentiality

Patient confidentiality is of paramount priority.  Patient information of every sort shall be kept confidential, including names, payments, and/or health issues.  Employees are expected to sign a non-disclosure agreement and to respect this requirement, as a condition of employment.

Relationship with Customers and Suppliers

Patient health is of paramount priority (in addition to patient confidentiality).  Patients with serious medical problems should be handled immediately or in a timely fashion to ensure that jeopardy to their life is minimized. 

Gifts & Entertainment
No employee is allowed to accept gifts, entertainment, or dinners from vendors, including pharmaceutical companies.  Free training from vendors (with associated meals) is allowed, as long as training never consists of 30% or more from any single vendor, and that at least 20% of training is not associated with a vendor.  All vendor-funded training must be disclosed annually to all partners.

Using the Organization’s Assets for Personal Activities

Employees should respect the assets of the organization.  There is a zero-tolerance level for the taking of medical supplies.  Personal phone calls should be local and short in time.  Limited use of company computers and copiers for personal use may be allowed.  However, employees must adhere to the employee computer use agreement and to required security training.

Reporting Fraud or Unethical Behavior

This organization has an open-door policy particularly related to unethical behavior or fraud.  Report all unethical behavior or fraud to any partner at <email> or <phone>.  This organization has a policy of keeping such reports confidential.  Alternatively, anonymous tips may be mailed to <lawyer name> at <address>. 

Policy Manual

Policies provide management direction for the organization.  Policies for the IT department included below adhere to IT maturity standard COBIT level 3, but applied to a small business.  (Thus, this section addresses the intent of COBIT level 3, but may lack in some details for larger organizations, or those with particular legal requirements.)  Policies applying to business functional areas should also be addressed.  After policies are defined, specific procedures, guidelines, or standards shall be developed to ensure conformity.

Definitions:

· Policy: General high-level rule offers direction, provided by executive management

· Standard: Detailed or applied rule

· Guideline: Recommendation

· Procedure: Step by step guide (how-to)

This section includes policies and shorter standards.  More detailed standards, guidelines and procedures are documented in Chapter 5.

Recommendation:  There should rarely be more than 24 policies.  Often small organizations have understood rules, which should be written down.  These can often be used as a starting point for policy development.

2.1.1 IT Strategic Planning

IT Strategic Planning ensures that IT meets organizational needs and goals.  The strategic planning process occurs annually between enterprise and IT management, and includes discussion of business expectations and IT resource needs and risks.  IT prepares a report on technology and security, which is also reviewed by the board of directors.  An IT Steering Committee addresses tactical planning, and consists of business management, and IT and information security management.
2.1.1.1 Standard:  Strategic Planning

Strategic planning discussion areas shall include:

· Review of planned versus actual budget for previous year, and budget expectation for future year.

· Review of planned versus actual achievements for previous year, and goals for future year.

· Technological advances, migration, and contingency of technology infrastructure.

· Financial, technical, security and human resource requirements of IT

2.1.1.2 Standard: The IT Steering Committee 

The IT Steering Committee addresses tactical planning periodically (at least twice a year for very small organizations).  Discussions address:

· Status reports on risk, budget, measures

· Changes in IT management, including changes to staff roles and responsibilities, data classification, and changes impacting risk

· Technology infrastructure plans or new, major proposals

· Project progress

2.1.2 Security Management

Policy definition is used to achieve legal compliance and adherence to COBIT level 3, the Defined Level, applied to small business.  Policies ensure that all legal obligations are addressed and fulfilled.  Each security policy is further defined by policies, standards, and/or guidelines.  These security policy definitions are maintained in an online directory, which is accessible to all on a need-to-know basis.  Paper copies of the applicable policies are provided at hiring, and the new hire signs a statement that he/she will adhere to policy definitions.  Policies are minimally reviewed annually, or as requirements or procedures change.

2.1.2.1 Standard:  Security Documentation

Security documentation is retained online at F:/security-documents.  F:/security-documents holds the Policies file and additional directories, which contain procedures for specific organizational functions.

2.1.3 Information Asset Protection

Information assets are protected for confidentiality, integrity, and availability.  Information assets are identified and classified by criticality and sensitivity:  Information assets pertaining to the operation of the business are cataloged, including listing the owner, value, and classification of data criticality and sensitivity.  Particular care is taken with Protected Health Information (PHI) that is protected by HIPAA law.
2.1.3.1 Standard:  Data Classification

Data classification describes how data is categorized into classifications, and the handling of each class of data.  Classification identifies categories requiring encryption in storage, transmission, and archive.

2.1.4 Risk Management

Risk Management is used to protect the organization via cost-effective controls.  Risk Assessment is reviewed at least annually within the IT Steering Committee.  Controls are evaluated for efficiency and cost-effectiveness, and residual risk is accepted by executive management.

2.1.5 Access Control

Least privilege ensures that information access is provided only on an as-needed basis, and is a mandatory aspect of HIPAA for employees and business associates alike.  All computer access requires individual authentication, and access to software, hardware, and data is controlled.  Data owners decide access to data views, (or which roles can view/access which data.).  This access is reviewed at least annually.
2.1.5.1 Standard:  Areas for Access Control

· Authentication requires a unique login ID and complex 12-letter passwords

· A filter (e.g., firewall or border router) protects access to the internal network from the internet

· Access control is rescinded upon termination of contract.

· Access control is updated as positions change.

· Automatic locking occurs after 3 minutes of inactivity.

· Access control is granted by the data owner (but implemented by the data custodian?)

· An emergency access technique shall be defined.

· Guideline: Passwords must be changed every 3 months and a password history should accommodate a memory of 5 passwords.

2.1.6 System Security

Due diligence requires that computer security is professionally accomplished, according to risk management.  System security requires technological and management controls, including logging, security patching, antivirus software, security testing, as well as security functions mentioned elsewhere: firewalls, authentication, incident response, security testing, and encryption.  Security incidents are categorized and approaches to incident handling are documented.

2.1.6.1 Standard:  Security Testing

A risk-based plan for security testing is prepared, and testing occurs minimally once per year.

A system for reviewing logs regularly is implemented, including the monitoring of login attempts.

2.1.7 Human Resources

Employee management prevents fraud and undesirable action.  Procedures define the hiring, employee review, and termination process.  Employee roles are documented, and critical dependencies on key personnel are minimized via segregation of duties or job rotation.  Training for HIPAA Privacy Rule, Security Rule, and other legal and contractual obligations are defined, performed, and tracked for employees, volunteers, and contractors.  Employees shall be made aware that consequences of disobeying policies may range from censure to job termination, legal actions, and/or reporting of incidents to police.  An employee shall be allocated who is accountable for HIPAA legislation.
2.1.7.1 Standard:  Training

Position definitions list education and training qualifications, and describe any training that is required upon hiring.  Security awareness training is provided to new hires and is re-reviewed annually.  Security training is required annually by IT security staff.  Training for legal and contractual obligations are defined. 

2.1.8 Business Continuity

Business continuity ensures that critical business can continue even after disaster strikes.  The Business Continuity Plan (BCP) is based on a Business Impact Analysis, which analyzes which business functions are critical and rely on computer and other resources.  Review of the BCP and some form of testing occurs annually.  The BCP includes an Emergency Mode Operation plan, which ensures proper operation and security when the system is unavailable.  A Disaster Recovery Plan describes IT procedures for recovery of system and data.  Backup/recovery procedures are defined and tested, and critical data is backed up and retained off-site.  Responsibility is allocated for the development, management, and execution of these functions, and this role is commonly known to employees.  All plans are retained online and via paper-format, both on-site, and off-site. 

2.1.8.1 Standard: Backup/Recovery

Procedures for backup/restoration include identification of data to be backed up, description of retention period, and method of disposal of backup data.  Responsibility is allocated.

The Business Continuity Plan includes a Business Impact Analysis, which considers the criticality of specific applications including patient safety and security.

2.1.9 Physical Controls

Security shall ensure that physical access is restricted to computing resources and physical documents requiring protection.  These include terminals, screen views, memory (e.g., diskettes), backup materials, and paper documents. Storage of PHI to removable memory shall be restricted and controlled to ensure security and safety.  Physical security also includes consideration of human attack, and fire, water, or equipment failures.  

2.1.9.1 Standard: Physical Map

A map shall be designed showing computer facilities, physical controls, and access restrictions, including terminal hoods, locked doors, fire suppressants, air conditioning, and surge protectors or UPS.  

2.1.9.2 Standard: PHI Physical Access Protection

Confidentiality of patient information shall ensure no physical access for outsiders to rooms with accessible confidential information, except when chaperoned by qualified staff.  Rooms with confidential information shall remain locked when not staffed.  Only patient information related to the patient being served may be in view.  
2.1.10 Change Management

Changes to computer systems (hardware and software) are tracked to ensure business can effectively use computer services, and to enable and ensure that IT and IS functions provide those capabilities.  A process for requesting changes is defined and all changes are logged.  Responsibility is allocated.  Change is defined to include IT service affecting machines or software. Change requests are categorized, prioritized, and authorized.  Requested changes are documented, and rejected or approved and implemented, including a response to the originator.

2.1.11 Internal Control

Internal control ensures adherence to law and regulation, contractual obligations, and organizational policies.  Internal control is planned according to risk profiles, and assessment occurs at least annually.  Areas to be addressed include security controls, legal obligations, third party contractual obligations, and in particular the HIPAA Privacy Rule and Security Rule.  Staff members are tested to ensure compliance with legal and contractual requirements.

2.1.11.1 Standard:  Internal Audit

An outline is defined for internal audits in Section 6, including technical and procedural adherence to standard.  

2.1.12 Software/Hardware/Service Acquisition & Management

Software and hardware adaptation is controlled to ensure quality, security, and effectiveness.  The IT procurement process adheres to the standard business procurement process.  A feasibility study evaluates alternative implementations for all products exceeding $1000.  Major software or infrastructure purchases are planned and managed.  Products directly related to business functions are always tested before implementation.  Users provide feedback via questionnaire responses.  Documentation is maintained in a standard location, available to parties requiring access. Software and hardware assets are tracked, including maintenance changes. Additional policy statements are required for software development.

2.1.12.1 Standard:  Procurement requirements:

· Requirements are documented in advance of product selection.

· Vendors are selected via a review process involving multiple candidates.

· Requirements for contracts are followed.

2.1.12.2 Standard: Software Testing

Acquired or developed software is tested.

· Test plans are written, executed, and results documented.

· Software is tested and approved before software is moved into production.

2.1.13 Third Party Services

Contracts and relationships with third parties are controlled and managed for contract adherence, security, and risk.  Contractors working with PHI shall sign a Business Associate agreement.
2.1.13.1 Standard:   Third Party 

Requirements include:

· Specification of capacity requirements, risk and security

· Review of multiple providers during selection process

· Disclosure of unusual relationships during the product selection and oversight process

· Allocation of responsibility for oversight of third party relationship

· Maintenance of contracts, SLA, and documents describing responsibilities, goals, deliverables

· Retention of written communications between the two organizations

· Documentation of problems and exceptional performance

· Performance monitoring is reported quarterly

2.1.14 IT-IS Management

Effective management is required for the IT and information security functions.  The IT/IS manager(s) have project management training, and follow the project management methodology used by the rest of the organization.  IT/IS receives business input in plan development. IT operations include a description of tasks and responsibility allocation.  Responsibilities include log monitoring and equipment maintenance.

2.1.15 Process Improvement

Measures (or strategic IT statistics) enable process improvement in the organization.  Measures are defined by business and IT management.  Measures are tracked and reported upon, and historical progressions are analyzed.

2.1.16 PHI Protection

HIPAA compliance is a necessary aspect of being in the medical profession.  All employees shall maintain privacy of a patient’s health information according to the Privacy Rule Privacy Implementation Standard.  Patients’ rights are guaranteed according to the Privacy Rule Patients’ Rights Standard.  The only PHI Disclosures that are permitted are described by the Privacy Rule PHI Disclosure Standard.  

2.1.16.1 Standard: Privacy Rule Privacy Implementation

Each medical officer shall:

· When working with patient(s), shut door

· Keep voice down

· Ensure desktop only contains information related to patient or new products

· Ensure computers shall go to autoscreen after 5 minutes of no use

· Lock or supervise all cabinets containing PHI at all times

· Shred all PHI to be discarded in paper form

· Never use medical information for non-health purposes, including marketing, unless patient’s written consent is received.

2.1.16.2 Standard: Privacy Rule Patients’ Rights

Patient has the Right to:

· See or obtain copies of medical information (except for psychotherapy notes)

· Request correction to health record

· Receive a Notice of Privacy Practices upon first service delivery, every 5 years, upon change of NPP, and upon request.  When the Patient is provided the NPP, the Patient must sign an acknowledgement. 

· Request restrictions as to who can see PHI

· Request specific method of contact for sake of privacy

· Know who has accessed PHI

· File a complaint if their rights have been violated

· Allow and withdraw authorizations for use and disclosure

2.1.16.3 Standard: Privacy Rule Computer System Requirements

· The Notice of Privacy Practices must be displayed on the web page

· The Notice of Privacy Practices must be emailed after a change in NPP

2.1.16.4 Standard: Privacy Rule: PHI Disclosure

Required Disclosure:

· Patient or personal representative, e.g., parent, next of kin

· Office of Civil Rights Enforcement: Investigates potential violations to Privacy Rule 

Permitted Disclosure:

· Minimum-Necessary PHI may be disclosed without authorization for: judicial proceedings, coroner/funeral, organ donation, approved research, military-related situations, government-provided benefits, worker’s compensation, domestic violence or abuse

· ID must be verified by proof of identity/badge and documentation

Routine Disclosure
· Disclosures that happen periodically may include: referral to another provider, school immunization, report of communicable disease, medical transcription

Non-routine Disclosure
· If a non-routine PHI disclosure is requested, the request shall be considered at the next staff meeting, within a month.

Risk Analysis  

This section evaluates, documents, and addresses risk that could cause substantial damage to the organization.  Damage arises due to failures in confidentiality, integrity, and availability of resources.  Managing risk is important for two reasons.  First, it is the basis for the selection of cost-effective controls.  Specifically, if you understand how much a security risk is expected to cost, you then know approximately how much you should pay to avoid or reduce that risk.  Second, security legislation (e.g., HIPAA, SOX) expects organizations to expend ‘Due Care’ and ‘Due Diligence’ in addressing security, to assure the financial safety and privacy of clients and stockholders.  Liability is minimized if reasonable precautions are taken.

Vocabulary:  

The three major components of security to consider when working with risk include:

· Confidentiality:  Data or resources are available only to authorized parties.

· Integrity:  Data or resources are complete, accurate, and functional.

· Availability:  Data or resources are available to be used when needed.

Security and privacy regulation demands:

· Due Diligence: Perform a thorough and objective analysis of risk in a careful and responsible manner.

· Due Care: Implement recommended and sufficient controls, as would be addressed by a reasonable person of similar competency under similar conditions. 

The ultimate decision(s) of how risk should be managed is the prerogative of executive management.  The steps of risk analysis include:

Step 1:  Determine Value of Assets (Crown Jewels):

The first step in risk analysis is to evaluate the value of the organization’s assets.

Assets should be prioritized, with most important assets considered.  Assets include:

· IT-Related: Information/data, hardware, software, services, documents, personnel

· Other: Buildings, inventory, cash, reputation, sales opportunities

Direct Loss considers replacement costs:

· How much would it cost to replace this asset? (Consider purchase, installation, recovery)

Consequential Financial Loss considers:

· How much of our income can we attribute to this asset?

· How much liability would we be subject to if the asset was compromised? 

· What intangibles would we risk?  Goodwill, reputation, future business?

· Does this asset have other value to the company?

SLE = Single Loss Expectancy = The cost to the organization if one threat occurs once


= Replacement Cost + Consequential Cost

Consequential Cost = liability/defense/goodwill + loss of business

Table 3.3.1: Asset Value Table

	Asset
	$ Value

Direct Loss: 

Replacement 
	$ Value

Consequential Financial Loss
	Confidentiality, Integrity, and Availability Notes

	Office Building
	250,000
	DO
	Availability

	Medical Database
	10,000
	DO + M + H + NL
	CIA

	Computer Equipment
	15,000
	DO + M + H + NL
	CA

	Med. Equipment & furniture
	60,000
	DO + M
	A

	Texts
	3,000
	DO + M
	A

	Medical Supplies
	5,000
	DO + M
	IA

	Software
	10,000
	DO + M + H
	IA

	
	
	
	

	Daily Operation (DO)
	
	$4500/day

x3days/wk
	

	Medical Malpractice (M)
	
	1 Million
	

	HIPAA Liability (H)
	
	$50,000 + 1 Yr prison
	H: Assumes no intention

	Notification Law Liability (NL)
	
	$130x3000
	Assumes only active records


Step 2:  Estimate Potential Loss for Threats:

The second step is to determine the threats that could affect these assets.  Threats that should be considered are listed below.  Circle the threats that are most important to your organization.  Add threats specific to your industry as appropriate.
· Normal threats: Threats common to all organizations

· Inherent threats:  Threats particular to your specific industry

· Known vulnerabilities: Previous audit reports indicate deficiencies.

Normal threats include:

· Natural: Flood, fire, tornado, rain/hail/snow, plagues and earthquakes

· Unintentional: Fire, water, error, building damage/collapse, loss of utility services (e.g., power), and equipment failure (e.g., disk)

· Intentional:  Fire, water, theft, vandals, disgruntled employee

· Intentional, non-physical: Fraud, espionage, hacking, identity theft, malicious code, social engineering, phishing, denial of service

Threats become vulnerabilities when a threat is acted upon and the system has no or an inadequate defense:

· Lack of knowledge, poor security, poor password choice, untested technology, unprotected data transmission, defective software, improperly configured equipment, no redundancy, inadequate security functionality, inadequate staff

· Threats to Confidentiality, Integrity, and Availability.  Each should be considered in turn.

Document your normal and inherent threats and known vulnerabilities in Figure 3.3.1 and Table 3.3.2.

Step 3:  Estimate Likelihood of Exploitation

Once we have listed the threats, we must determine the probability that they will occur.  This is best evaluated using historical data, published figures, or if no figures are available, best guesses.

· Is this likely to occur monthly, 1 year, 10 years, 20 years, 50 years?

· Calculate Annual Rate of Occurrence (ARO) = How many times this is likely to occur in one year

The likelihood of each threat is documented in Figure 3.3.1 and Table 3.3.2.  In Figure 3.3.1, be sure to include all threats, with estimated potential likelihood.  It is possible to move the threats around that exist in the current diagram.  It is also possible to expand the size of the diagram to consider all threats.
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Figure 3.3.1: Vulnerability Assessment Quadrant Map 

This table shows example values for some threats.  The table can be expanded and modified as needed.  Observe the time frame on the left side, and the impact levels on the top.

Step 4:  Compute Expected Loss

The next step is to prioritize the risks, according to their severity of impact.  To accomplish this, it is best to calculate an annualized loss expectancy, using the Quantitative method in Table 3.3.2.  If this is not possible, expected loss can be prioritized by using Figure 3.3.1 Qualitative Analysis of Risk.  Relevant Quantitative equations include:

· Single Loss Expectancy (SLE) = The cost of a single problematic event = Downtime + Recovery + Liability + Replacement

· Risk Exposure or Annual Loss Expectancy (ALE) = Probability_of_Vulnerability * $Loss =  SLE x ARO

For example:

SLE(PC failure) = $1000 replacement + $1000 lost salary = $2000

Probability(PC failure) = once in 8 years = 1/8 or 12.5%

ALE(PC failure) = 0.125 x $2000 = $250 per year.

Table 3.3.2: Quantitative Risk Loss Table

	Asset
	Threat
	Single Loss

Expectancy (SLE)
	Annualized Rate of Occurrence

(ARO)
	Annual Loss Expectancy (ALE)

	Facility
	Fire
	$200,000
	0.01
	$2,000

	Medical Office
	Malpractice
	$1M
	0.05
	$50,000

	Medical Info
	Stolen (Copied)

(Hacker/criminal,

malware, disgruntled employee/fraud)

resulting in HIPAA audit
	$150,000 =

$50K Liability

$100K Salary

+ notification 
	1.0
	$150,000

	Database
	Failed disk
	$4500 &

Day(s) without DB

Malpractice?
	0.1
	$450 + Malpractice (Days)

	Database
	Power outage
	Malpractice?

Hour(s) without DB
	0.003

(Est. avg. time no power)
	Malpractice

(Hours)

	Laptop
	Stolen

-Notification
	$130x3000=

$390K
	0.03

(1 in 10 

lifetime=3 years)
	$11,700

	Medical Info
	Social Engineering
	$150,000 =

$50K Liability

$100K Salary

+ notification

+$100K lawsuit
	0.1
	$25,000

	Database
	Network Failure

(No access to Health Plans, No access from hospital)
	No access from hospitalMinimal
	0.0035
	minimalMinimal


Step 5:  Treat Risk

Once the risks are prioritized, we can treat the high priority risks, and accept the low priority risks.  The steps include:

· Survey & Select New Controls: Technical, managerial, or operational controls

· Reduce, Transfer, Avoid or Accept Risk

· Risk Acceptance:  Handle attack when necessary

· E.g., a comet hits

· Ignore risk if risk exposure is negligible

· Risk Avoidance: Stop doing risky behavior

· E.g., do not use Social Security Numbers

· Risk Mitigation: Implement control to minimize vulnerability

· E.g., purchase & configure a firewall

· Risk Transference:  Pay someone to assume risk for you

· E.g., buy malpractice insurance (doctor)

· While financial impact can be transferred, legal responsibility cannot

· Risk Planning:  Implement a set of controls

· Risk Leverage = (Risk exposure before reduction) – (risk exposure after reduction) / (cost of risk reduction)

The decision of how much risk to mitigate or accept is an executive management decision.  Risk and controls should be addressed in Table 3.3.3: Analysis of Risk versus Controls.

Question:  What approach to security controls is planned, and why?

Table 3.3.3: Analysis of Risk versus Controls

	Risk
	ALE or Score
	Control
	Cost of Control

	Malpractice
	$50,000
	Medical server up
	

	Social Engineering
	$25,000
	Awareness training

HIPAA Adherence
	Weekly HIPAA meetings, 

Annual training 

	Stolen Information/ HIPAA audit
	$150,000
	HIPAA Adherence,

Encrypted disks,

VPN, firewalls, antivirus software,

Audit tech/technology & service
	Weekly HIPAA meetings,

Encryption & security technology

	Bad server disk
	Days
	RAID system

Good backup system
	$800

	Stolen laptop
	$11,700
	Encrypted laptop, 

No stored records
	$60

	Power Failure
	Hours
	Battery backup
	$250-$900

	Fire
	$5,000
	BCP Plan,

Fire insurance
	

	Failed Laptop
	$3000
	Spare computer
	

	Failed Communications network communications
	Minimal
	Backup: 

Telephone
	


Business Impact Analysis & Business Continuity

Are there parts of the business that if the computer system failed would cause service disruption and severe distress?  Business Continuity defines how an organization will cope if a computer server or site or network goes out-of-service.   Some services absolutely require real-time computer services, while other services do not.  

In this section, we want to consider what could go wrong (as best as possible), and how to reduce impact and recover from any such occurrence.  First, we must determine which business functions are high priority to the organization, and are susceptible to system failure.  We then must be creative in planning potential work-arounds, and then document the steps required to recover the IT systems.  (Documented procedures are best since one never knows who might be required to perform them!) Finally, it is a good idea to test these plans in a controlled way.  Three important documents include:

· Business Impact Analysis:  An analysis of which business functions and finances would be most affected by a problematic event or disaster.

· Business Continuity Plan:  A business plan for how the organization should resume service, following a disaster.

· Disaster Recovery Plan:  A technical plan for how IT should resume service following a problematic event or disaster.

2.1.17 Business Impact Analysis

Step 1:  Define Threats Resulting in Business Disruption

Key questions that are of importance are (some of which may be borrowed from the previous section on risk):

· Which business processes are of strategic importance?

· What disasters could occur?

· What impact would they have on the organization financially? Legally? On human life?  On reputation?

Answers should be obtained via questionnaire, interviews, or meeting with key users of IT.  While answering these questions, consider that threat categories and samples are listed below, but their impact on business must be determined:

· Natural: Flood, fire, tornado, rain/hail/snow, plagues, and earthquakes

· Unintentional: Fire, water, error, building damage/collapse, loss of utility services (e.g., power), and equipment failure (e.g., disk)

· Intentional:  Fire, water, theft, vandals, disgruntled employee

· Intentional, non-physical: Fraud, espionage, hacking, identity theft, malicious code, social engineering, phishing, denial of service

Other threats may have been identified in the Risk section.

For each disaster or problematic event, the impact can be categorized using the following Impact Classifications:

· Negligible:  No significant cost or damage

· Minor: A non-negligible event with no material or financial impact on the business

· Major: Impacts one or more departments and may impact outside clients

· Crisis: Has a major material or financial impact on the business

Now you can complete Table 3.4.1, which considers the threats that may affect your business processes.

Table 3.4.1: Disasters and Impacts

	Problematic Event or Disaster
	Affected Business Process(es)
	Impact Classification & 

Effect on finances, legal liability, human life, reputation

	Fire
	Patient Treatment

Patient Scheduling
	Crisis: For 1-3 months

	Medical Server Failure

(Disk/server)
	Patient Scheduling

Patient Treatment

Insurance Management
	Major

Major (Human Life)
Minor

	Network Unavailable

(hacking/failure)
	Affects remote access:

Patient Treatment 

Patient Billing

Insurance Management
	Major (if at hospital)

Minor

Minor

	Social engineering, fraud
	May affect: 

Remote access, financial stability, reputation, insurance
	Crisis:  Could affect:

Legal liability, human life

	Server Failure

(Disk/server)
	Financial analysis, 

Personnel
	Minor 
Minor


Step 2: Define Recovery Objectives

The next major question is:  what is the required recovery time period?
Consider Figure 3.4.1.  Following an IT interruption, how long can you afford to operate without IT system services?  The Recovery Time Objective defines when you need an alternate system operational in order to constrain business loss.  

If a disk failure occurs, you will likely lose all recent data updates made since the last backup.  This lost data is called ‘orphan data’.  The Recovery Point Objective defines how far back you are willing to lose data, if an unfortunate event occurs to your disk.  

Figure 3.4.1 RPO and RTO
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Required vocabulary for this section includes:

· Recovery Time Objective (RTO):  Some business functions must resume immediately at a backup location and backup computer, while other functions can be manually performed for extended periods after such a failure. 

· Recovery Point Objective (RPO):  Data or transactions may be lost if a disk failure occurred.  For what duration of time can the organization afford to lose data for each service?  This will define in part how often backups are performed.

· Service Delivery Objective (SDO):  When the primary system is not functional, and the secondary system is running, what services and service levels should be supported on the secondary (or alternate) system?

In the table below, list the prioritized services (with impact classifications of Crisis or Major) with your desired RPO and RTO.  What resources do you depend on for full functionality?  Are there special times of the month, year, or special events?  

Table 3.4.2 Business Impact Analysis Summary

	Service
	Recovery Time Objective

(Hours)
	Recovery Point Objective

(Hours)
	Critical Resources

(Computer, people, network, peripherals)
	Special Notes

(Unusual treatment at specific times, unusual risk conditions)

	Patient Scheduling
	1/2 day
	0-2 hours
	Medical server, Terry’s computer
	Prefer always up.

Can operate with Schedule DB being 1 day old for a couple of days, but would prefer not.

	Patient Treatment
	1/2 day
	0-2 hours
	Medical server, laptops,
Internet (hospital)
	Prefer always up.

Can operate with Patient DB being up to one day old for 1-2 days, but would prefer not.

	Patient Scheduling and Treatment
	1/2 day
	1 hour
	Building, contents, presumes people safe
	Fire or natural disaster: 

Seek reciprocal agreement.

	Insurance
	2-3 days
	1 day
	Internet, medical server
	

	
	
	
	
	

	
	
	
	
	


2.1.18 Business Continuity

Now that we understand our critical business functions, it is time to determine how best to minimize potential problems and to reduce recovery times.  

Step 3:  Attaining Recovery Point Objective (RPO)

The RPO defines the backup period for data.  Techniques to minimize loss of data include:

· Backup:  Data is saved periodically to another memory (e.g., CD/DVD, tape, second disk drive).  Two types of backups may occur:

· Complete backup:  The full disk or set of directories are copied

· Partial backup: Only the updates since the last backup are copied

· RAID (Redundant Array of Independent Disks) technology ensures no loss of data or processing if a single disk failure occurs. This is possible because the data is always logically stored on two separate disks.

Considerations include:

· Backup tapes or disks should be labeled and retained off-site in a temperature-controlled, secure location.  

· If partial backups are used, complete backups should periodically be taken.

· If backup data contains Personally Identifiable Information, the backup data should be encrypted.

Complete the following table:

Table 3.4.3.  RPO Controls

	Data File and System/Directory Location
	RPO (Hours)
	Special Treatment 

(Backup period, RAID, File Retention Strategies)

	Patient Schedule
	1 hour -1 day
	RAID, 

Off-site backup/restore – daily deltas, weekly full,
encrypted

	Patient Treatment
	1 hour - 1day
	RAID, 

Off-site backup/restore – daily deltas, weekly full
encrypted

	Insurance
	1 day
	Off-site backup/restore – daily deltas, weekly full

encrypted

	
	
	


Special questions that must be answered in a low level procedure include:

· Who is responsible for performing backups?

· Where are backups retained off-site?

· How many backups are retained, and how are they rotated?

· What is the naming convention for backup media?

· How is the backup and recovery process tested?

· Procedures describing the backup and recovery processes shall be defined.

Backup and recovery procedures must be defined in Section 5 of this document.

Overview of process:

· Terry performs backups daily (when patients visit).

· Jamie takes backups home.

· Audit includes RAID test and backup/restore test

· Procedure developed includes naming tape convention.

Step 4:  Business Continuity: Attaining Recovery Time Objective (RTO)

The RTO determines the criticality of the process and its information:

· Critical:  Cannot be performed manually.  Tolerance to interruption is very low

· Vital: Can be performed manually for very short time

· Sensitive: Can be performed manually for a period of time, but may cost more in staff

· Non-sensitive: Can be performed manually for an extended period of time with little additional cost and minimal recovery effort

If the organization has Critical or Vital classifications, this section must be considered.  Table 3.4.4 defines the Critical and Vital services, which will require immediate action if disaster or major problems occur.  At this point you should be able to complete the first 3 columns.

Table 3.4.4: Business Continuity Overview

	Classification

(Critical or Vital)
	Business Function
	Disaster or Problem Event(s)
	Procedure for Handling

(Section 5)

	Vital
	Patient Scheduling
	Computer Failure
	Patient Schedule DB Backup Procedure

Patient Schedule DB Reload Procedure

	Vital
	Patient Service
	Computer Failure
	Patient Schedule DB Backup Procedure

Patient Schedule DB Reload Procedure

	Vital
	Patient Scheduling & Service
	Fire/Flood
	Reciprocal Agreement Contract

	Sensitive
	Web Service
	Hacking, Fraud, Social engineeringWeb server failure
	Security Attack ProcedureContact Pat

Manual:  Answer phones, mailings


Before the last column (Procedure for Handling) can be completed, the approach to business continuity needs to be considered.  The first consideration is where processing could occur.  If sufficient money is available, a Hot Site, Warm Site, Cold Site, or Mobile (trailer) Site can be considered, which means paying a fee to have access to an emergency computer facility, with a range of facilities (fully configured to stripped).  Most small businesses can not afford that.  More affordable alternative solutions include:

· Duplicate or Redundant Info. Processing Facility: Standby hot site within the organization (e.g., a spare computer with software already loaded and tested).
· Reciprocal Agreement with another organization or another division
The first option considers that you might have two or more office sites (including a home) that may serve as a backup facility.  The second option considers that you may partner with another organization that can serve as a backup for you, and you as a backup for them.  There are disadvantages that must be considered, but the option is more affordable.  

Question:  What are feasible options for you?  Describe feasible ideas here:

RAID is first line of defense.


Backup tapes are second line of defense.  Since Jamie is most vulnerable to malpractice, he takes backup tapes home with him.

Kenosha Software can serve as a hot site, if necessary.

In case of fire, a reciprocal agreement will be made with another doctor.
The next consideration relates to how you can use this site to conduct business (Business Continuity) and perform computer operations (Disaster Recovery):  Special vocabulary includes:
· Alternate Process Mode:  Business service offered by a backup IT system

· Disaster Recovery Plan: How to transition to Alternate Process Mode (IT considerations)

In Section 5 you should specify these Business Continuity and Disaster Recovery Plans.  Also list these plans in the last column of Table 3.4.4, above.  Considerations for a detailed implementation in Section 5 include:

· Determine alternate processing modes for critical and vital services

· Develop the Disaster Recovery Plan for IS systems recovery (in Section 5)

· Develop BCP for business operations recovery and continuation (in Section 5)

· Test the plans

· Maintain plans

A competent system administrator can help to write detailed procedures for backup/recovery and disaster recovery, and configure backup systems (e.g., RAID).

Legal Compliance

This section is a work-in-progress.

Organizations must adhere to specific legislation, depending on industry.  This section outlines regulations or standards applicable to certain industries.  (Not all legislation is addressed here – specific legislation dealing with people issues (e.g., drug abuse) or environmental issues (e.g., toxic chemicals) are not included.  Also, this workbook is general in nature, and may not address specific issues related to a particular legislation.  

What this section does address is which parts of the security workbook certain specific legislation requires.

2.1.19 Brief Introduction to Common Legislation

Legislation affecting many Small-Medium Enterprises (SME)

Payment Card Industry:  Organizations accepting credit card and/or debit card charges.

Breach Notification Laws:  Most U.S. states and territories require that if an organization divulges certain personal information, it is required to notify all affected persons.  Commonly, this personal information includes Social Security numbers, driver’s license numbers or state IDs, financial account information, DNA, and biometric data.  Other information that may be protected as part of this or another law includes personal mental health, drug, alcohol, or prison information.  Commonly if data is secured and always encrypted (over network, on server and in backup) the organization is not liable.  Specific state legislation information can be found at: http://www.ncsl.org/default.aspx?tabid=13489.  

Specific Industries

FERPA: Family Education Rights and Privacy Act:  This federal law protects the privacy of student education records. Students have rights to request and amend their records, and to control the release of their information.  They must also be notified of their rights.  The law specifies which specific information (media forms and fields) that are protected, and to whom this information may be released.  Chapters related to Confidentiality in this workbook would minimally apply (including risk, information security, network security, physical security).  However, this workbook does not discuss the specific security requirements that are unique to FERPA.

FISMA: The Federal Information Security Management Act ensures that information supporting the operations and assets of the federal agency are developed, documented, and implemented.  This also applies to their contractors or contracting agencies.  Although not analyzed in detail, most of this workbook must be implemented, including risk, policy, information and network security, personnel security, BIA/BCP, and incident response.  Additional requirements beyond this book may be required.

Gramm-Leach-Bliley:  Organizations handling financial accounts require security well beyond the reach of this workbook.

HIPAA:  Health Insurance Portability and Accountability Act: Medical organizations are affected, including doctors, dentists, psychologists, hospitals, and those ‘Business Associate’ organizations which work with these medical organizations and which handle patient records.  This workbook is a good starting point for organizations liable for HIPAA.  However, HIPAA does require some additional privacy safeguards specific to health that are not included in this document.  HIPAA-adherents should implement this entire workbook and ensure the extra requirements (including Business Associate Contracts, disclosures, Notice of Privacy Practice, protections against marketing, etc.) are also implemented.

Sarbanes-Oxley (SOX):  Publicly-traded companies must adhere to this legislation.  These are generally larger companies, which this book does not specifically address.  Companies affected by SOX should implement all of this workbook as a starting point.  SOX requires additional measures beyond this book, including the definition of all procedures affecting financial transactions and extensive audit.  Appendix D has some further details.
Recommendations

NIST Small Business:  This column does not refer to legislation, but indicates those sections that the U.S. National Institute of Standards and Technology addresses as part of its recommendation, NISTIR 7621 “Small Business Information Security”.

Table 3.5: Required (X) and Recommended (R) Workbook Sections

	
	PCI
	Notification
	HIPAA
	Small Bus.

	Strategic
	
	
	
	

	Code of Ethics
	
	
	
	

	Policy Manual
	
	
	X
	

	Risk Analysis
	
	
	X
	

	BIA/BCP
	
	
	X
	

	Tactical
	
	
	
	

	Information Security
	
	R
	X
	

	Network Security
	
	R
	X
	

	Physical Security
	
	R
	X
	

	Incident Response
	
	
	X
	

	Metrics
	
	
	X
	

	Personnel Security
	
	
	X
	

	Operational
	
	
	
	

	Information Security
	
	
	X
	X

	Computer Security
	
	R
	X
	X

	Network Security
	
	R
	X
	X

	BCP/Incident Response
	
	
	X
	

	Physical Security
	
	
	X
	X

	Personnel Security
	
	
	X
	X

	Audit
	
	
	X
	


Tactical Security Planning

Tactical security is planned after the strategic level has defined the general security direction and priority.  At this planning level, medium level security decisions are made, including for information security, network security, physical security, and metrics.  The most detailed level is the Operational level, which may occur simultaneously with or after this level.

For this section it may not be possible initially to define all sections perfectly and completely.  It is usually better to address the most critical areas of the business well, than to spend time doing a complete job on all aspects of the business.

2.2 Information Security

This section describes the protection of organizational data that is of strategic or critical importance.  The goals are to ensure segregation of duties to prevent fraud, and protect data that must remain confidential for legal, liability, business competition, trade secret, goodwill and/or reputational reasons.  General security rules include:

Segregation of Duties:  To reduce the probability of fraud, no single person should be able to subvert the system.  Roles are divided into Origination, Authorization, Distribution, Verification.  (E.g. At a theater one person sells you the ticket, a second collects tickets.)

Need-to-Know:  People should be able to access only the information that they absolutely require in order to complete their job functions.

Least Privilege:  Persons should have the ability to do tasks (read, create, modify, delete, and/or execute) sufficiently to perform their primary job and no more.  (E.g., if someone needs to read a record but not to write to it, then only read permissions should be granted.)

Data is a Liability:  Personal private information is a liability.  Such information should be kept for a minimal time, or not at all, if possible.

Wisconsin §134.98: Protects Personally Identifiable Information (PII), which includes: Social Security number, driver’s license number or state ID number, financial account number or code enabling access to individual’s financial account, DNA profile, biometric data.  Breach notification laws require notification of breach to affected individuals.  However, this may not be required when devices with PII (e.g., laptop, backup tapes) are encrypted.

Finally, to do this section completely may take considerable effort, often more time than is available.  Using time effectively means prioritizing the most important data first: that data which is highly critical and/or sensitive.  Some data may never be fully analyzed.

Data classifications are defined as standards for how each category of data is to be handled.  Data can be classified by both their criticality (interruption tolerance) and sensitivity (privacy).  These standards include who should have access to confidential or critical data, and how authorization is to be handled to ensure access is limited.   

2.2.1 Criticality Classification System

Data classification related to criticality is associated with business impact assessment, and which data is most sensitive to interruption.

· Critical:  Cannot be performed manually.  Tolerance to interruption is very low

· Vital: Can be performed manually for very short time: 4 hours
· Sensitive: Can be performed manually for a period of time (2 days), but may cost more in staff

· Nonsensitive: Can be performed manually for an extended period of time with little additional cost and minimal recovery effort

2.2.2 Sensitivity Classification System

Data classification related to sensitivity is associated with privacy, liability, and proprietary secrets.  Most companies use 3-4 classifications (minimizing categories).  

· Which classes apply to you?  

· Which classes does your information fall into?

Table 4.1.1: Sensitivity Classification

	Sensitivity

Classification
	Description
	Information Covered

	Proprietary
	Protects competitive edge.  Material is of critical strategic importance to the company and its dissemination could result in serious financial impact. 
	Not Used

	Confidential
	Information protected by HIPAA and other law. Shall be made available or visible on a need-to-know basis only.  Dissemination could result in financial liability or reputation loss.  
	Health care information: PHI & EPHI

	Private
	Personal information for use within a company.  
	Personnel reviews

Personnel records



	Privileged
	Should be accessible to management or affected parties only.  Could cause internal strife or external embarrassment if released: for use with particular parties within the organization.
	Financial Database

Budget

Third party contracts

SoftwarecontractsSoftware licenses

Third-party contracts


2.2.3 Treatment of Sensitive Data

Shown is example treatment, which should be personalized.

Table 4.1.2: Handling of Sensitive Data

	
	Confidential
	Private
	Privileged

	Access
	Need to know
	Need to know
	Need to know

	Paper Storage
	Locked cabinet,

Locked room if unattended
	Locked cabinet

Locked room if unattended
	Locked cabinet or locked room if unattended

	Disk Storage
	Password-protected,

Encrypted

Storage on Medical server only
	Password-protected

Encrypted
	Password-Protected

	Labeling & Handling
	‘Confidential’

Clean desk,

 low voice,

shut door policy
	Clean desk,

low voice

shut door policy
	Clean desk

low voice

shut door policy

	Transmission
	Encrypted
	Local-only transmission, Encrypted
	Local-only transmission, Encrypted

	Archive
	Encrypted
	Encrypted
	

	Disposal
	Degauss & damage disks

Shred paper
	Degauss disks

Shred paper
	Reformat disks

	Special 
	
	
	

	
	
	
	


Disposal notes:  Reformatting disks is not a reliable form of wiping data. Better and best forms include degaussing (demagnetizing disks) and damaging disks, respectively.

2.2.4 Regulations Associated with Data Assets

The organization must adhere to the Privacy Rule and Security Rule of HIPAA.  Details are provided in the Policy Section of this Document.

2.2.5 Role Based Access Control

With role-based access control, we first define various roles and their business functions.  We can use these roles to define permission to access data, or access control.  It may be good to work simultaneously on Section 4.1.6 Personnel Security Plan.

Table 4.1.3: Table of Roles

	Role Name
	Role Description
	Current Staff (Example or complete staff)

	Doctor
	Treats patients, refers patients 
	Jamie

	Nutritionist
	Treats patients except prescriptions 

Can see prescriptions.
	Chris

	Medical Administrator
	Manages patient appointments and bills. Enters new patients, including patient information and medical history.  Determines health plan eligibility
	Terry, Chris, Jamie

	Transcription Temp
	Creates new patients and enters medical treatment into database.
	Temp

	Partner
	View administrative reports: financial, personnel, patient access
	Jamie, Chris


2.2.6 Asset Inventory

Now we can consider the assets or data repositories. 

· Data Owner:  Determines who can have access to data and may grant permissions directly OR gives written permission for access directly to security/system administrator.

· Data Custodian:  The position or person responsible for protection of the physical data (e.g., backup procedures, technical protection).

Table 4.1.4: Asset Inventory

	Asset Name


	Patient Information

	Functional Value to Organization
	Crucial to doctors in performing job, affects liability

	Location
	Secure DataAdmin office -> Secure Room

	Criticality & Sensitivity Classifications
	Confidential, Vital

	Asset Group

(IS System)
	Patient Database

	Data Owner
	Jamie

	Designated Custodian
	Backup Operations: Terry

IS Operations: Pat Carlson

	Granted Permissions
	Permission is granted on a per-record basis, for read/write


	Asset Name


	Financial Database

	Functional Value to Organization
	Tracks the income and expenses

	Location
	Terry’s computer & Operations Serveroperations server (VMware)

	Criticality & Sensitivity Classification
	Privileged, Sensitive

	Asset Group

(IS System)
	Terry’s computer & Operations Server (VMware)

	Data Owner
	Jamie

	Designated Custodian
	Terry

	Granted Permissions
	Jamie, Terry: RW

Chris: R


	Asset Name
	Employee Records



	Value to Organization
	HR-type records stored for each employee of Health First

	Location
	Chris’s Computer & Operations ServerOffice and operations server (VMware)

	Security Risk Classification
	Nonsensitive, confidential

	Asset Group (IS System)
	Human Resources database, separate from General Patient Information

	Data Owner
	Chris

	Designated Custodian
	Chris

	Granted Permissions
	Jamie, Chris: R

Chris: RW


In the table below, we consider which roles have permission to access to which data forms.  RWX refers to Read, Write, Execute.  Write can be further subdivided into Create (C), Modify (M), and Delete (D).  What permissions does the role specifically have?

Table 4.1.5: Role-Based Access Control

	Role Name
	Information Access (e.g., Record or Form) and

Permissions (e.g., RWX)

	Medical Administrator
	RW Access:

6.1 Patient Appointment

6.2 Patient Information

6.3 Patient Medical History

6.5 Patient Plan Management

6.6 Health Plan Eligibility

6.8 Health Care Claim Status

6.10 Health Care Payment

	Nutritionist
	RW Access:

6.4 Patient Medical Treatment (R for Prescription)

6.7 Health Care Claim

	Doctor
	RW Access

6.4 Patient Medical Treatment 

6.7 Health Care Claim

6.9 Certification and Authorization of Referrals

	Transcription Temp
	RW Access for Creation Date Only

6.2 Patient Information

6.3 Patient Medical History (Could rerequest from patient on next visit)

6.4 Patient Medical Treatment


Extra Notes:  Additional reports are necessary for the authorization role, within segregation of duties.

Professional system administration personnel should assist in configuring permissions and encryption, for destroying or removing memory when necessary, and for ensuring system security, as defined in Section 5.

Network Security Plan

Network security considers where requests enter the internal network, where they are processed, and what controls exist and where.  

Defense in Depth:  Just as a castle is defended with multiple layers (moat, high wall, stone exterior, guards, single entrance drawbridge, etc.), an IT system also has multiple layers: firewall, antivirus, authentication, strong encryption, access control, logged problems, encryption, etc.  Your servers and computers should be configured to support the required applications and no more (providing less features to attack!)

If hackers break into one part of a network, they are likely to be able to escalate their attack to other computers in that network’s region.  By separating network regions, one can ensure that if a break-in does occur, other services are not affected.  The same is true for servers: once one service is broken into, it is easier to break into other services on the same physical machine.  Thus, it is helpful to allocate different services on different physical servers.  

The decision of whether services should be separated or confined must consider the similarity of: 1) the data’s sensitivity classifications, 2) the roles which may access the service, and 3) the probability of any specific service being attacked.  For example, e-mail is a service highly likely to be attacked, and should not be housed with sensitive services.

Network Zones:  Networks are often divided into regions that correspond to the Sensitivity and access roles.  A DeMilitarized Zone (DMZ) is a region in a network that is accessible to the public, e.g., for web and e-mail services.  One or more private zones restricts public access.  Different colors can be used to reflect different network zones.

Sensitive services can be quarantined using separate physical or virtual disks.  Virtual disks can be achieved using software like VMware.  

In Table 4.2.1, consider which services require which sensitivity ratings and role access, then consider which network region and server (physical and/or virtual) the service should be allocated on.

Table 4.2.1:  Services and Servers

	Service
	Sensitivity
	Roles
	Server

	Medical Database
	Confidential
	Staff
	Medical

	Finance
	Private
	Partner
	Operations

	Personnel
	Private
	Partner
	Operations

	Web
	Public
	Public
	DMZ

	E-mail
	Public/Confidential
	Public<->Staff
	DMZ


The major sources and types of network attacks, as well as their controls, include:

· Internet: Every cracker (or criminal hacker) worldwide potentially has access to your computer system when you are connected to the Internet, unless you have well-restricted access via a firewall or other filter.

· Firewall or Border Router: Limits the applications that can enter and leave your internal network.  These can also constrain the sources or destinations of connections within the Internet.

· Wireless Local Area Network (WLAN):  Every person who drives by your office potentially has access to your computer systems unless you have a well-configured WLAN that includes authentication and encryption.  

· No encryption, WEP, and WPA protocols support no or insufficient encryption

· WPA2 is an example of a more secure WLAN implementation (but can still be broken into).

· Malware:  Viruses, worms, and Trojan horses can cause damage or open your system to hackers.  Compromised systems enable crackers to store illicit data, monitor your actions, or use your computer to generate spam or attack other computers.

· Anti-virus and anti-spyware software control the content of application data entering your network from malicious data (or malware).  

It is best to be as restrictive as possible in controlling what can enter and exit your internal network from the outside (Internet and WLAN), while still enabling necessary business functions to occur.  In Table 4.2.1, define which applications are supported in your network, specifically where these transactions can originate, where they are served, and required controls, such as encryption, authentication (passwords), hashing, and virtual private network.  An IT professional should configure the firewall/router.

Table 4.2.1:  Serviced Applications

	Applications
	Sources of Entry
	Servers
	Required Controls (e.g., Encryption)

	Medical Database
	Office, Home, Hospital
	Medical Database Server <only>
	Encryption

VPN

	Medical Transactions
	HMOs
	Medical Database Server
	Encryption, specialized protocols

	Finance
	Local
	Jamies Laptop -> Operations VMware Server
	Encryption

	Personnel
	Local
	Chris’s Laptop -> Operations VMware Server
	Encryption

	Web
	Internet, Internal
	Web Server
	Public, Bastion Host

	E-mail
	Internet, Internal, Home, Hospital
	Email Server <-

Terry’s, Jamie’s and Chris’s Laptop
	Anti-Spam, Bastion Host

Encryption, Anti-virus, anti-spyware software

Daily deletes of records

Regulatory investigation.  Discuss with lawyer.


Path of Logical Access:  A diagram of the networks shows where transactions can enter the system, where they are security-controlled, and where they are processed.  Logical paths of entry (Internet, dial-up, wireless, or internal), required controls, and application servers are defined in Table 4.2.1.  The network is diagrammed, showing firewalls (or border routers), WLANs, servers etc., to ensure Defense in Depth is provided.  Text describes logical paths of access (transaction originations and destinations) that help to determine what should flow through routers and firewalls.  This will help to define which ports should remain open for border routers and firewalls.

Network Diagram:  Diagram the network to ensure adequate controls are in place.  Use a color scheme to show sensitive regions of the network.  Show separated or combined servers.  Use associated text to define logical paths of access.
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Associated Text:  Once the diagram and Table 4.2.1 is complete, it is possible to define the various regions of the network, what service connections can go into and out of each region, what transmissions need to be encrypted, and if specific IP addresses can be filtered.

The Firewall is multihomed, with 4 ports, to the Internet, Demilitarized zone, WLAN, and Secure Server.

Internet:  Acceptable incoming connections coming from the Internet include Web, e-mail, and VPN to Medical Database.  Outgoing connections include e-mail, VPN, HMO/PPO, and Web.

WLAN:  The WLAN must be made as secure as possible, so that only three computers have access: those of Chris and Jamie.  Applications include Medical database VPN, e-mail, Web access, file transfer of financial and personnel information.  All applications should be encrypted with secure WLAN encryption, in addition to the VPN application-level encryption for Medical Database.  Connections always originate from the user terminals, and no transactions shall originate from the WLAN side (except in reply to user-originated connections).  

Because these computers are accessible via wireless, the laptops and workstations must have their own personal firewalls and be configured for security, including encrypted disks.

The WLAN is only up when needed; when doctors are in the office.

DeMilitarized Zone (DMZ):  Non-secure communications include only e-mail and Web interfaces, accessible from the outside or WLAN.  Logically there should be two servers, a Web and e-mail server.  This can be implemented via two computers or with VMware (virtual) servers.  This will ensure that if someone breaks into the e-mail server, they do not break into the Web server, and vice versa.  

Both servers must be locked down, and configured with full security.  E-mail may be considered EPHI.  The e-mail server should be configured with encrypted disk, since PHI could be present.  E-mails, particularly containing appointment or medical information, will be deleted ASAP.  Special security shall be considered with e-mail, including what type of e-mails will be accepted (avoid medical information), how handled, how replied to.  A medical lawyer will be consulted.  Before finalization, no e-mails will be accepted from patients.

Secure Server:  Incoming connections to the Secure Server include Medical database VPN, and file transfer.  Incoming connections shall be permitted only from specific IP addresses (hospital, home, WLAN, medical plan).  Outgoing connections include only Medical database VPN to medical plans.

Terry’s computer connects directly into the Secure Server zone.  Thus, if the WLAN is malfunctions or is penetrated, there will always be access to the server.

The server must be locked down, and the full disk must be encrypted.

This is a good first start for the firewall configuration.  Certain ports may need to be opened further, assuming that applications are suggested and approved.

Section 5 includes the firewall and router configurations.  Professional system administration personnel should assist in configuring network equipment (firewall, routers) and virtual machines/servers, according to the requirements established in this chapter, and for ensuring additional network security, as defined in Section 5.

Physical Security Plan

The Physical Security Plan is concerned with physical assets and their protection.  The basic concern is what data (or computers) should be physically separated from people and how will this separation be enforced and controlled?

Computer equipment must have an adequate environment, and sensitive information must have physical access controls.  Rooms are categorized according to the class of data they contain.  Site(s) must be diagramed to ensure adequate security.  

Table 4.3.1 classifies rooms by the information they contain.  See section 4.1.1 for Data Sensitivity Classifications.  Special Treatment should be organization-specific.  
Table 4.3.1: Room Classifications

	Sensitivity

Classification
	Description
	Special Treatment

(Controls related to Confidentiality)

	Proprietary
	Room contains Propriety information storage
	N/A

	Confidential
	Room contains Confidential information storage
	Workstation monitor has hood.

All cabinets remained locked.

Room remains locked when not attended. No patients are allowed in these areas.

	Private
	Room contains computer with access to sensitive or confidential data
	Laptops are physically secured using cable locking system.

Room remains closed when unattended, since locks are not in place, and building remains locked when unattended.

All cabinets remained locked.

No patients are allowed in these areas.

	Privileged
	Room contains computer with access to sensitive or confidential data but public has access when escorted
	Laptops are physically secured using cable locking system.

Room remains closed when unattended, since locks are not in place, and building remains locked when unattended.

All cabinets remained locked.

	Public
	The public is free to spend time in this room, without escort.
	Room remains open.

Building remains locked when unattended.

No computers or confidential papers left in room.

	Criticality

Classification
	
	(Controls related to Availability)

	Critical
	Room contains Critical computing resources, which cannot be performed manually.
	Availability controls should be considered: air conditioning, UPS, fire suppressant, etc. 

	Vital
	Room contains Vital computing resources, which can be performed manually for a short time.
	Availability controls may not be as important but should still be considered.


For each room, describe the assets or files that contain sensitive information, as well as the controls.  Physical controls may include:

· Access controls: walls, locks, guards, passwords, key cards, monitor hoods or privacy monitors, password-protected screensavers.

· Availability controls: air conditioning, UPS, fire suppressant, and water-detection systems.  

Table 4.3.2:  Allocation of Assets

	Room
	Sensitive Assets or Information
	Room Controls

	Medical Administrator’s Office
	Workstation (Access to EPHI) 

Cabinet with Medical Information (PHI)
	Locked cabinet.

Workstation monitor hood and

password-protected screensaver

Desk drawers should also be locked when unattended.

	Nook (becomes Secure Room with Medical DB)
	Two cabinets with medical information (PHI)

Server will go here once installed.
	Locked cabinets.

Room to be walled, doored, and locked when server installed.

Personnel should be sure no patients are in this area at any time. 

	Dietician’s Office
	Laptop (Access to EPHI)
	Laptop should be secured with cable locking system and have a password-protected screensaver. 

Since this door does not have locks, close door when unoccupied.

Desk drawers should also have locks.

	Doctor’s Office
	Laptop (Access to EPHI)
	Laptop should be secured with cable locking system and have a password-protected screensaver. 

Since this door does not have locks, close door when unoccupied.

Desk drawers should also have locks.

	Patient Treatment Room
	Laptop with Doctor
	The laptop will only be present when doctor is present.


Question:  Draw a layout of the facilities.  Show the zoning of rooms including Criticality and Sensitivity Classifications.
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Sensitivity Classification Color Key:

· Green: Public

· Yellow: Sensitive

· Orange: Private

· Red: Confidential

Section 5 includes a table for IT inventory.  Professional system administrators may be helpful in establishing the access and availability controls, as defined above.

Incident Response

Incident response is concerned with what should happen when an organization’s systems have been or may have been compromised.  Potential responses include closing the external network (and its services) down, leaving the network up but investigating the attack, bringing the system down, etc.  The actual response is best determined by executive management, and their decisions will vary depending on the type of organization (e.g., bank, Web search engine, medical establishment, etc.)  What needs to be considered in advance is how the system administrator should react, who should be notified, what approach the organization will take in relation to an investigation, etc.  

Step 1:  Consider whether the incidents listed in table 4.4.1 apply to your organization.  Add or subtract incidents as you see fit for your organization.

Step 2:  Consider the best ways of detecting these incidents.  What technologies, training, and procedures should be in place to detect these incidents?  Add them to the table.

Step 3: What is the appropriate handling of each incident?  If it can be concisely described in Table 4.4.1, specify in the Procedural Response column.  If an extended procedure is included, complete a copy of Table 4.4.2 to define the Incident Handling Response Overview details.  Then refer to this new table in the Table 4.4.1 Procedural Response column.  

If prosecution is to be considered, law enforcement will need to be called at an early stage to ensure that chain of custody of evidence is not hampered.

Step 4: Complete a copy of Table 4.4.2 Incident Handling Response Overview for each incident type requiring an extended explanation.  The fields of the table shall be completed as follows:

· Contact List:  All persons who should immediately be contacted should be listed here.  

· Emergency Triage Procedure: List of steps or name of a procedure file that is to be executed by anyone on staff at the time of the incident.  

· Escalation Conditions and Steps:  List of steps or name of procedure that are to occur if certain conditions arise during the Triage Procedure (e.g., inordinate delays, further events, etc.) 

· Containment, Analysis, and Eradication:  The procedure to be implemented to recover the system to normal, and the person responsible for performing this procedure. For example, this may mean rebuilding the system after a virus was found.

· Other Notes:  This may include notes explaining the reasons for certain actions, special conditions, or associated prevention techniques.

Step 5: Complete Incident Response Report.  An Incident Report is included as Appendix A.  This report is to be completed for each incident.  This report is for internal use only – law enforcement should be contacted at early stages if legal proceedings may be desirable.

Table 4.4.1: Table of Incident Types

	Incident
	Description
	Methods of Detection
	Procedural Response

	Hacker Intrusion
	An intruder has entered the local network.  This may be detected by a change in configuration or access pattern.

Could be former disgruntled employee.
	Last login, date/time, IP address, for last login and for self, at OS and for medical database

Once weekly log checks at database server and firewall by KSC.
	Table 4.4.2 Hacker Intrusion Incident Response

	Lost or stolen laptop or backup tape
	A laptop, backup tape, or other memory source with confidential information was lost or stolen.

Also includes if physical medical files or personnel files were lost or stolen. 
	Terry: Check inventory on a weekly basis.

Pat: Periodic audit of computer equipment.

Check inventory of non-electronic data, personnel files and other paper PHI files in cabinets monthly.
	Report to Jamie or Chris Ramon immediately, complete a report indicating what specifically happened.

Tracking device for computers, auto report.  (Tracking software can indicate current internet address.)

Customer notification if contained unencrypted EPHI, or if PHI was stolen from cabinet.

	Social Engineering where information was divulged
	Information was divulged that was recognized after the fact as being inappropriate.
	Security Awareness Training

Spam filter

Moment of Enlightenment
	Report to Jamie or Chris Ramon immediately, complete a report indicating what specifically happened.

Escalation: contact patient to indicate compromise.

Give training on Security Awareness issues such as social engineering, phishing, etc. so incident can be prevented in the future.

	Social Engineering where information was not divulged.
	An attempt to gather information about user access, network configurations or other confidential data. No data has been divulged but the employee realized that request for information was not legit.
	Security Awareness Training

Moment of Enlightenment
	Report to Jamie or Chris Ramon immediately, complete a report indicating what specifically happened.

Jamie or Chris will notify staff of occurrence so that future possibility of inappropriate disclosure of confidential information does not occur.

	Theft of Proprietary information
	Inappropriate access to medical database.

PHI is overheard in office or PHI or personnel information is divulged by disgruntled employee or former employee.

PHI or EPHI is stolen by former employee.
	Last login, date/time, IP address, for last login and for self, at OS and for application
	Table 4.4.2 Hacker Intrusion Incident Response

	Virus or Worm
	Antivirus software reports malware, whether it can or cannot be automatically cleaned.
	Anti-virus software
	Table 4.4.3 Malware Incident Response

	Physical attack (Thief, disgruntled customer or employee)
	A physical attack is initiated by an intruder.
	Irate customer or threat of violence
	Irate customer: call staff

Gun or threat of violence: call 911 and staff

Loud alarm system


Table 4.4.2: Hacker Intrusion Incident Response

	Incident Type: Hacker intrusion or Theft of Proprietary Information

	Contact Name & Information:  

Pat or Adrian and Kenosha Software Consulting (262) 234-5678

Chris Ramon (262) 345-6789 H 222-3335 O

Jamie Ramon (262) 456-7890 H 222-3334 O

Terry Winkler (262) 567-8901 H 222-3333 O



	Emergency Triage Procedure:  

If general account appears broken into, report to person whose account was last entered via phone.  Agree on who continues with follow-up. 

If personal or general account appears broken into, immediately take action (within ½ hour, even if no confirmation from person whose account may have been broken into): 

Disconnect network firewall, and wireless access if up.

Notify everyone (Health First staff, IT help) of intrusion.

Each person must immediately change his or her password.

	Escalation Conditions and Steps:

Partners evaluate extent of damage, determine legal liability, and whether and how patient is contacted.

	Containment, Analysis & Eradication Procedure:

IT services will investigate the break-in within 24 hours, provide a report of analysis of the break-in.

The system will be rebuilt following an attack.

	Other Notes (Prevention techniques):

This requires that detection of break-in has occurred.  There must be software that during the login process, the banner indicates the name of last login, and the date/time and IP address of both the very last login and the login of the person logging in.

Investigate cost of NIDS/HIDS.  Check for time of day access – only allow access to database during certain hours or certain days, depending on what makes sense.  Send an e-mail if attempts are made at other times.

Weekly the logs of the database server and firewall will be investigated by Kenosha Software Consulting.

Be sure to assess access control issues when employees are terminated to be sure former employee does not have unauthorized access.

If device was encrypted, no customer notification is required.

If incident was theft of physical information (PHI or personnel records):

· Customer / employee notification required

· Unlocked doors and cabinets could have allowed theft 


Table 4.4.3: Malware Incident Response

	Incident Type:  Malware Detected on Health First Computer

	Contact Name & Information:  

Pat or Adrian and Kenosha Software Consulting (262) 234-5678

E-mail report of occurrence to Chris, Jamie, Terry.

E-mail full report to Terry and KSC.

	Emergency Triage Procedure:

Use anti-virus software to clear up malware if possible.  

Prepare a report of the incident, including 

· name of the malware as reported by the anti-virus software 

· date and time of incident 

· whether or not the anti-virus software could clean out the malware 

· suspected actions that may have caused the event 

Copy full report to KSC and Terry.  Terry will initiate an Incident Response Form.

E-mail an indication of malware to Chris, Jamie, Terry, & KSC.

Use the spare computer until the computer is rebuilt.  If the spare computer is not available and anti-virus software was able to clear malware, the original computer can be used.

	Escalation Conditions and Steps:

Do not operate on computer with malware, except to send malware reports (if spare computer is not available immediately.)

	Containment, Analysis & Eradication Procedure:

KSC will rebuild computer before it is put back in use.

KSC will provide a report on the incident and send to Pat the final results of the investigation.

	Other Notes:  (Prevention techniques):

Anti-virus software

Users do not use admin access normally.

Training: Not to access risky web sites or open risky e-mail

Policies: Not to install software


An Incident Response Form is included in Appendix A.  If there are extended incident response procedures, they should be included in Section 5 Business Continuity.  A competent system administrator can help ensure that the detailed procedures affecting IT are functional.

Metrics

Metrics are part of the Monitoring and Compliance function, and help to indicate whether controls and compliance are effective or not.  While metrics are not absolutely necessary for the average small organization, any organization that is subject to regulation (e.g., HIPAA, SOX, FISMA) should take this section very seriously.  In fact, most organizations would benefit from a few carefully selected metrics.

· Strategic metrics include risk (ALE), budget, disaster recovery test results, and regulatory compliance.  

· Tactical metrics include policy compliance/non-compliance, incident management effectiveness, and risk changes resulting from system changes.

· Operational metrics include firewall, IDS, or system log analysis, vulnerability test results, patch management status.

Here are some sample metrics, which may or may not apply to your organization.

Table 4.5.1: Example Metrics

	Risk:

· The aggregate ALE

· % of risk eliminated, mitigated, transferred

· # of open risks due to inaction
	Cost Effectiveness:

What is: 

· Cost of workstation security per user

· Cost of email spam and virus protection per mailbox

	Operational Performance

· Time to detect and contain incidents

· Quantity & severity of incidents 

· % of systems audited in last quarter
	Organizational Awareness:

· % of employees passing quiz, after training vs. 3 months later

· % of employees taking training

	Technical Security Architecture

· # of malware identified and neutralized

· Types of compromises, by severity & attack type

· Attack attempts repelled by control devices

· Volume of messages, KB processed by communications control devices
	Security Process Monitoring:

· Last date and type of BCP, DRP, IRP testing

· Last date asset inventories were reviewed & updated

· Frequency of executive management review activities compared to planned


Question.  What are the most important areas to monitor in your organization?  What threats and legislation are you most concerned with?  You may want to review risk and policies to help define the most important areas to monitor.

HIPAA Audit

Malpractice leads to the following concerns:

· Failed Medical DB disk or system

· Power outage
Privacy attack relating to:

· Hacking

· Stolen PC/backup tape affecting Notification Law

· Social Engineering

Question.  What metrics make the most sense to collect?  Is there an easy way to collect them?  Consider the following three perspectives:

Strategic: Management level: audit, policy; may discuss annually.

Tactical:  Observe how you are performing; view trends; may discuss every six months.

Operational:  Gather metrics and look at them; may discuss weekly or monthly.

Table 4.5.2: Selected Metrics

	Category
	Metric
	Calculation & Collection Method
	Period of Reporting

	Strategic
	HIPAA Audit Performance
	Health First Team
	Annual

	
	Computer Security Audit
	Kenosha Software Audit Plan
	Twice yearly

	Tactical
	Time to detect & contain incidents
	Incident Response Procedure & Form
	Twice yearly

	
	Hours without DB service
	Patient DB Outage Form
	Twice yearly

	
	Attendance at Audit meetings
	Monthly audit meetings
	Twice yearly

	Operational
	Invalid password attempts
	Medical DB & Network: Logs checked weekly
	Weekly

	
	Numbers & types of compromises by severity and attack type
	Recorded in Incident Response Form
	Monthly

	
	Number of records accessed per week per person
	Medical DB: Access Report
	Weekly

	
	Weekly visits by KSC
	Weekly report provided by KSC given to Terry
	Monthly


A competent system administrator can help to automate the collection of computer-generated metrics.

2.3 Personnel Security Plan

Personnel and customers are both a potential weakness in the security defense system, as well as a potential source of fraud.  Many of these threats would be industry specific.  For example, a bank would be susceptible to the sale of credit card numbers, and creation of fake accounts with transferred money.

In Table 4.6.1, list threats to services that could be subverted, and by whom.  List threats (can be from Risk section and you may consider new ones.)  An example threat might be: ‘unreported sales’ by ‘salesperson’ resulting in ‘theft and incorrect inventory’.
Table 4.6.1: Personnel Threats

	Threat
	Role
	Liability or Cost if threat occurs

	False new patient
	Med. Admin
	HMO or Medicare fraud

	Unreported cash patients
	Med. Admin
	Theft or tax evasion

	Selling drugs
	Doctor
	Malpractice

	Selling health info
	Med. Admin
	HIPAA violation


The following controls can help to prevent fraud from occurring:

· Segregation of Duties:  No one person can subvert the system

· Mandatory vacations or job rotation:  Inappropriate performance is eventually recognized.

· Training and written policies and procedures:  Appropriate skills and knowledge of standards to do job

· Background checks:  Inappropriate employees are not hired

· Need to Know/Least Privilege:  As per information security, minimal access to information.

· Fraud reporting mechanism:  Customers and employees can discreetly report potential fraud to independent agent.

Segregation of Duties requires a more extensive explanation.  Good management ensures that no one person can defraud the system.  Roles are categorized into Origination, Authorization, Verification, and Distribution, which originate, approve, double-check, and act on, respectively.  If this is not possible to attain due to organization size, job rotation and mandatory vacations are compensatory controls.  

Figure 4.6:  Segregation of Duties
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Now consider how each of the threats can be controlled in the following table.

Table 4.6.2:  Personnel Controls

	Threat
	Role or Position
	Control

	False new patient
	Med.

Admin
	Weekly audit meeting to review:

Medical DB Access Report

	Unreported cash patients
	Med. Admin
	Weekly audit meeting to review:

Medical DB Access Report

	Selling drugs
	Doctor
	Trust

	Selling health info
	Med. Admin
	Need-to-Know/Least Privilege

Weekly audit meeting to review:

Medical DB Access Report


What security implementation is each role responsible for?  The controls above are one concern.  However, other concerns may be in effect for each area of security: policies, risk, business continuity, information security, network security, physical security, incident response, personnel security, and metrics.

Often one person is allocated as the Chief Security Officer.  (This is required by HIPAA.)  In the table below, it may be useful to specify a name next to a role, too.

Table 4.6.3:  Responsibility of Security to Roles

	Role or Position
	Responsibility

	Chief Security Officer:
Terry
	Person responsible for security project management

Take backup tapes daily

Complete Incident Response Report when necessary

Lead weekly audit meeting, providing Medical DB Access Report

Perform physical inventory weekly (except partners’ laptops)

Collect security metrics

Provide HIPAA and procedural security training

	Partner
	Attend weekly audit meeting

Manage internal audits

Complete Incident Response Report when Terry is not present

	Staff
	Participate with security planning and audits, as necessary

Adhere to computer use agreement

	System/Security Admin
	Check logs weekly 

Rebuild computer following compromise

Complete technical parts of security forms, including security analysis

Provide technical security expertise and advice

Provide software and hardware installation and maintenance

Provide technical security training

	
	


What training and written procedures are necessary for each role?  For training, consider which training is required at hiring and ongoing.

Table 4.6.4:  Requirements for Security Roles: Training & Documentation

	Role or Position
	Requirements: Training, Documentation

	Chief Security Officer
	Attend HIPAA training at hiring, Audit training, 2-day training annually

Audit forms

	Staff
	Attend HIPAA training at hiring and 2 hour HIPAA training/review annually

Access to training and forms for:

· Computer Use Agreement and other policies affecting staff

· Incident Response Report

Sign employment agreement indicating read and adhere to security policies

Train in backup/restore

	Business Associates
	Attend brief HIPAA training (if not obtained in other ways.)

Sign employment agreement indicating read and adhere to security policies

	
	


Operational Security Plans 

This Operational section defines the required configurations of the security or secured devices, and the procedures to carry out security policies.  These are at the lowest level of security detail.  

The first section (N.N.1) of each subsection (5.1 Information Security, 5.3 Network Security, etc.) includes a list of detailed Standards for security implementation.  There are three priorities for these standards.  The two top priority standards are indicated with a * and **, and they are considered Absolutely Necessary and Highly Recommended, respectively.  They originate from the National Institute of Standards and Technology (NIST) recommendation: Small Business Information Security: The Fundamentals. (Ref: http://csrc.nist.gov/publications/drafts/ir-7621/draft-nistir-7621.pdf.)  Additional information on these recommendations is available at this Web reference. 

The third priority has no mark indications, and is a recommendation to achieve a COBIT maturity level 3.  This third priority standard is recommended for organizations which are getting larger or need more extensive security, such as for adhering to more extensive legislation (e.g., Sarbanes-Oxley Act).  

Following the Standards are sections for detailed Procedures.  Most of these procedures are for more ‘mature’ organizations to complete after performing Sections 3 and 4 of this workbook.  These procedures describe in detail how certain tasks are to be accomplished.  These Procedures are necessary to achieve COBIT level 3, and to complete the full picture created in Sections 3 and 4 of this workbook.  

Each organization should complete the procedures according to its own priority (which may be defined by the specific legislation the organization must adhere to.)  The organization may add additional standards as the organization matures in its security needs and implementation.

Information Security

The Standards section includes recommendations from NIST that all small businesses should adhere to.  Many of the directives can be designed during Tactical security planning, in Section 4.1 Information Security Planning.  Mature organizations shall also define a procedure on how to request and allocate computer application privileges.

2.3.1 Information Security Standards

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT recommendation

Require individual user accounts for each employee on business computers and for business applications*

1. Every employee should have an individual login account.

2. Employees should not be logged in as administrator, to avoid harmful actions if the computer is compromised.

3. Passwords should be complex, including a combination of upper/lower case, numbers and punctuation, and at least 8-10 characters long.  Passwords should be changed every 3 months.

Limit employee access to data and information, and limit authority to install software*

1. When giving access to data, ensure the least privileges are assigned.

2. Provide access to only the system or information required doing a job. This helps to avoid insider abuse. 

3. Segregation of duties should be followed while assigning roles and responsibilities.  For example, an employee initiating a transaction should not be allowed to approve it as well.

4. To restrict installation of software, ensure employees do not use administrative accounts as normal login.
2.3.2 Procedure for Authentication  

How are computer system/application permissions requested, approved, and tracked?  

Computer & Server Security

The Standards section includes recommendations from NIST that all small businesses should follow.  Mature organizations shall also define how changes are requested and tracked, how software is requested and tracked, and standard terminal configurations.

2.3.3 Computer/Server Security Standard

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT Recommendation

Protect information/systems/networks from damage by viruses, spyware, and other malicious code*

The recommendations to ensure computers in the office network are protected from virus, spyware, and other malicious code include:

1. Anti-virus and anti-spyware software should be updated on a regular basis.

2. Anti-virus should be set to auto update daily, for example at 12 midnight and then do a scan one half hour later. 

3. Anti-spyware should be set to auto update daily, for example at 2:30 AM and then a full system scan one half hour later.  This procedure makes sure that only one activity is performed at a time.

4. If the employees work from home, they should also have anti-virus and anti-spyware installed on their home computers.

Install and activate software firewalls on all of your business systems*

1. Every computer in the network should have its own software firewall enabled.

2. The Microsoft operating system has a built-in firewall, which can be easily located in the Control Panel.  Ensure it is always turned on.     

3. For other commercial operating system, the operations manual should have instructions about the firewall options.

4. For an added layer of security, commercial firewall software can be installed.

5. Ensure that any employees working with office data at home also adhere to these rules.

Patch your operating systems and applications*

1. Operating system should be automatically regularly updated with the latest patches and updates provided by the vendors.  With Microsoft, this Automatic Update feature is set in the Control Panel, under Security or System.

2. Major software applications like Microsoft Office should also be regularly updated.

3. Other installed business applications should also be updated on a regular basis.

How to dispose of old computers and media**

1. Destroy a hard disk by drilling several holes into it and beating the hard disk platter with a hammer to ensure data is unrecoverable.

2. Papers containing sensitive information should be shredded.  Other removable media (like CD, DVD, USB, floppy drives) should be destroyed as well.

3. When organizations do not follow the proper procedure to destroy sensitive data, identity theft can result.

Issues in downloading software from the Internet**

1. Software download should be done only from trusted websites like Microsoft for Windows updates and Office application updates.

2. Avoid downloading and using freeware or shareware, since most of them either do not come with technical support or full functionality.

How to get help with information security when you need it**

1. Help or advice should be obtained from a competent, specialized person, when needed.  

2.3.4 Workstation/Laptop Security Configurations

The configurations for workstations and laptops shall include standard software, expected logs, required password complexity, antivirus/firewall security settings, encryption settings, etc.  This configuration describes all standard settings.

2.3.5 Procedures for Change Management  

Change Management tracks requests for hardware or software fixes and changes.  How do people submit requests for changes?  It may be useful to create a Change Management e-mail form, which can be emailed to the system administrator.  The form shall contain requestor name, problem or change text, affected machine, priority (1 hour, 1 day, 1 week, 1 month), operating system, date submitted, date fixed, and problem resolution text.  The system administrator tracks all Change Management forms.

2.3.6 Standards or Procedures for Software Installation 

Software installation must be controlled, since downloaded software can easily contain viruses and other malware.  This section considers how new software is requested, approved, and tested for safety:  What standard set of software is installed for various IT users?  How can users request specific software to be installed?  What is the approval process for new software?

Network Security

The Standards Section 5.3.1 includes recommendations from NIST that all small businesses should adhere to.  Mature organizations shall also retain a copy of their firewall and/or router configurations.  The design of these filters is developed during tactical security planning phase: Section 4.2 Network Security Planning.

2.3.7 Network Security Standard

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT Recommendation

Router/Firewall Configurations*

The recommended settings to provide security for your organization’s Internet connection:

1. Install a hardware firewall between your office network and the Internet.  Most of the routers have built-in firewall protection with an easy-to-use interface.

2. Change the default password of the router, and if possible, change the default login name.

3. Ensure that any employees working with office data at home also adhere to these rules.

Secure your wireless access point and networks*

Recommendations to secure wireless access points include:

1. Disable broadcasting of Service Set Identifier (SSID).

2. Change default administrator password.

3. Enable WiFi Protected Access 2 (WPA-2) using the Advanced Encryption Standard (AES) to ensure strong encryption is used while transmitting data.

2.3.8 Router/Firewall Configurations

The configurations for border routers and firewalls shall be defined in this section.  This includes IP/Port address permissions, logging configurations, maintenance configurations, and any special security configurations.

Physical Security

The Standards section includes recommendations from NIST that all small businesses should follow.  Mature organizations also keep an inventory of their computer hardware, and audit the hardware regularly (at least annually depending on security needs).

2.3.9 Physical Security Standard

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT Recommendation

Control physical access to your computers and network components*

1. Do not allow any unauthorized person to work on your computers.

2. Position your computer’s display to hide information on the screen.

3. Cleaning crew and network repair personnel are often unsupervised in work area.  Take precautions.
2.3.10 Physical Equipment Inventory

Date of Inventory:

Taker of Inventory:

Special Notes:  (e.g., software on all computers)

Table 5.3.1: Computer Equipment Inventory

	Location
	Owner
	Hardware (w. inventory tag #)
	Operating System
	Licensed

Software

(and license expiration)
	Network Address

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Business Continuity

The Standards section includes recommendations from NIST that all small businesses should follow.  All organizations shall also define a procedure for backup and restore, particularly for the main server(s).  

Mature organizations shall also define procedures for business continuity, incident response, and disaster recovery.  These procedures are a logical extension of Sections 3.4 Business Impact Analysis and Business Continuity, and Section 4.4 Incident Response.  For example, for Incident Response, the Tactical security planning Section 4.4 defines the high level procedures. When an incident occurs, Section 4.4 should be consulted and an Incident Response (Appendix A) should be completed.  Very mature organizations may define detailed incident response procedures in section 5.5.4 below.

2.3.11 Business Continuity Standard

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT Recommendation

Procedures for Backup and Restore*

1. Backup should be done (at least) once a week. If possible, store to removable media (e.g., DVD).  

2. The removable media should be big enough to hold 52 weeks of backup (e.g., 500GB) and retained separate from the original data, off-line.

3. Do a full backup once a month and store it in off-site location.  This would be useful in case of a disaster in your office (fire, theft, flood, etc.). On the removable media create 12 folders for each month.

4. Backup data should be tested periodically to ensure reliability. 

2.3.12 Procedures for Back-up and Restore  

Data must be backed up on disk or tape.  Backup procedures describe how backup is performed.  Restore procedures describe how backup data can be reloaded in the event of a disk failure or sabotage.

Questions to be answered include:

· Which files are to be backed up?

· Who is responsible for performing backups?

· Where are backups retained off-site?

· How many and for how long are backups retained, and how are they rotated?

· What is the naming convention for backup media?

· How is the backup and recovery process tested?

· How is backup data disposed?

Procedures describing the backup and recovery processes shall be defined.

Recommendations include:

· Backups are kept off-site (1 or more)

· Off-site library is sufficiently far away (disaster-redundant)

· Library is equally secure as main site; unlabelled

· Library has constant environmental control (humidity-, temperature-controlled, UPS, smoke/water detectors, fire extinguishers)

· Detailed inventory of storage media & files is maintained

2.3.13 Procedures for Business Continuity

A Business Continuity Plan (BCP) describes how a disaster is declared and how business is resumed on an alternate mode system.  The following recommendations are for a large company, and thus should be paired down to apply to your organization’s size.   

Recommended steps include:

· Employee calls Security Officer

· Security Officer declares an emergency.

· Security Officer follows predetermined protocol

· Human life is first concern

· IT follows Disaster Recovery Plan

· Phone tree notifies relevant participants

· Management and legal counsel act

· Public relations interfaces with media (and no one else does)

These recommendations can be scaled down for a small office.

Business continuity procedures must consider:

· Evacuation plan: People’s lives take first priority – how do they exit?

· Disaster declaration: Who, how, for what?

· Responsibility: Who covers necessary disaster recovery functions?

· Procedures for Disaster Recovery (next sections)

· Procedures for Alternate Mode operation

· Resource Allocation: During recovery & continued operation

· Testing:  Should occur annually via paper-based, partial, or full test.

Copies of the plan should be off-site.

2.3.14 Procedures for Incident Response

An incident is defined to be any security problem affecting computer systems, networks or data, including, for example, when anti-virus software finds a virus.

High level Incident Response procedures are defined in Tactical security planning Section 4.4 Incident Response.  When an incident occurs, these high level plans shall be consulted, and an Incident Response Form (Appendix A) shall be completed.  Detailed Incident Response procedures can be included here, and referenced in Section 4.4.  

2.3.15 Procedures for Disaster Recovery

A Disaster Recovery Plan describes IT procedures for Business Continuity recovery.  For example, if the main server system fails, is there an alternate system that should be brought up (as per Section 3.4 Business Impact Analysis and Business Continuity)?

All BC/DR plans shall be retained online, and via paper-format, on-site, and off-site.  IT-specific disaster recovery functions shall consider:  software, applications, emergency operations, network recovery, hardware, database/data entry, and information security.

Personnel Security

The first two subsections of this section list NIST recommendations for a security standard.  The first, Physical Security Standard, considers personnel security from an organizational perspective.  The second, Computer Use Training and Agreement, considers security rules that all employees shall adhere to when accessing the organizations’ computers.  Mature organizations have an Employee Hiring Standard.  

A discussion of Separation of Duties, a description of organizational roles and security responsibilities, and required training for these responsibilities are designed in Tactical security planning: Section 4.6 Personnel Security Plan.

2.3.16 Physical Security Standard

The following indicates the priority of the recommendations:

· Recommendations with 1 asterisk*= NIST Absolutely Necessary

· Recommendations with 2 asterisk**= NIST Highly Recommended

· Recommendations with no asterisk=COBIT Recommendation

Train your employees in basic security principles*

1. On the first day of work, employees should be given training on organizational security policies and how to protect sensitive data.

2. Limit use of telephone, printers and other business-owned resources for personal use.

3. Request employees sign a statement that they understand the policies and the penalties for not following them.

4. Security training can also be provided by external sources, such as technical college or commercial training vendors.

Recommended personnel practices in hiring employees**

1. Do a comprehensive background check, including criminal background check, before hiring a new employee, particularly if they will have access to assets or secure information.  Other useful checks include credit check and reference check.

2. Verify educational details like GPA, degree, and date of graduation directly from the school.

3. It’s a good idea to do a background check on yourself to learn if you are a victim of identity theft.

Employee Termination 

1. When employees are terminated, their authorization and access control privileges shall be revoked.

2.3.17 Computer Use Training and Agreement

The following security practices are recommended for employees to be trained for, and to sign as part of their computer use agreement:

How to protect against Social Engineering**

1. Providing sensitive information to strangers pretending to be a part of the organization should be avoided.  Any such activity should be reported to the management.

2. Employees should be trained against social engineering attacks from in-person, phone, e-mail, or other electronic methods.

Security concerns about e-mail attachments and e-mails requesting sensitive information**

1. Attachments should be opened only from trusted senders.

2. If you are not expecting an e-mail attachment from the sender, it is a good idea to call and confirm, before opening the attachment.

3. Spam e-mail often asks for sensitive information.

Security concerns about web links in email, instant messages, social media, or other means**

1. Never click on a link in an e-mail attachment, except only when you are expecting it.

2. If you are not expecting an e-mail link from the sender, it’s a good idea to call and confirm, before clicking on the e-mail link.

3. If you hover the cursor over an e-mail’s Web link description, the link should be displayed on the bottom of the browser.  Make sure both of them match and the Web link looks valid. 

Security concerns about popup windows and other hacker tricks**

1. Do not respond to pop ups while working online.  For example, a malicious pop up message may say that you have a virus on the system.  Close it by clicking on X in the upper right corner. If you click OK, it might install spyware or other malicious code.

2. Infected USB drives are often left unattended by hackers in public places.  They intend for unsuspecting people to take the USB home or to the office and unknowingly install the worm or malicious code.  For additional protection, disable the “AutoRun” feature for USB drives.

Doing online business or banking more securely**

1. Always used secure browser to do online activities.  Before entering secure data, ensure a small lock appears in the bottom right of the screen.

2. Frequently delete temp files, cookies, history, saved passwords etc.  On Windows Internet Explorer this is accomplished via Tools->Options->General->Delete.  On Mozilla Firefox use Tools->Clear Private Data, and Tools->Options->Privacy->Show Cookies->Remove All Cookies.

Security considerations for web surfing**

1. Never use an admin account to surf the Web. If there was a compromise the malicious code would have admin rights.

Standard Security Precautions (last, but possibly most important)

1.   Promise to not divulge login IDs and passwords

2. Create quality passwords according to company standard

3. Lock terminal when not present

4. Report suspected violations of security

5. Maintain good physical security (locked doors, private keys)

6. Conform to laws and regulations

7. Use IT resources only for authorized business purposes

2.3.18 Employee Hiring Standard

New employees should be hired according to a standard.  It is more important to have a standard than to have a perfect standard.  The standard should be realistic with actual expectations of what is most important.  It is perfectly permissible to delete sections that you think will be too much work.  In fact, if employees think an organization is too restrictive without understanding why, they will not want to work for the organization.  Thus, if the rule does not represent the needs of the organization or is too strict, it may be good to forego the rule. 

New employee signs document that he or she has read and will adhere to security policies.  New employee training includes dealing with Social Engineering, computer attacks, and security, including information protection.

Audit Standards

This workbook provides audit standards to help small organizations perform their own internal audits.  Risk-based auditing considers what parts of the organization should be audited with highest priority, and plans those audits first.  An audit plan and a report outline are shown, and then example specific audits are included.

Vocabulary to review includes:

Inherent Risk: Susceptibility to a problem (e.g., a bank’s inherent risk is a thief)

Control Risk: A problem exists that will not be detected by an internal control system.  For bank: A thief accesses another’s account at Money Machine but is not detected

Compliance Testing:  Verify that the controls effectively implement security as expected

Substantive Testing:  Verify that the business applications work as expected – accurately and completely.

Audit tasks may involve:

· Review IS Organization:  Separation of duties

· Review IS Policies, Standards, Procedures: Defined, periodically updated

· Review IS Documentation: Policy, Procedures, Design, Test, Operations, Contract/SLAs, Security

· Interview personnel: Segregation of duties, security awareness, competency 

· Observe personnel: Document everything in sufficient detail

· Investigate actual data: Use General Audit Software to investigate data (database, logs, reports, etc.)

2.4 Audit Planning

Risk-based auditing considers what should be tested first.  Consider…

· What parts of our business are the most susceptible to risk?

· What regulations must we test for?

· Is this security plan complete and implemented?

· What business/IS systems are changing?

· Are new evaluation tools available? 

· Are there new regulations to test for? 

Answers may lie in the Risk or BIA sections.

Table 6.1.1:  Audit Planning Table

	Audit Area
	Timeframe
	Date of Last Test
	Responsibility

	HIPAA Privacy Rule
	3 months
	First time
	Terry

	Notification Law
	6 months
	First time
	Pat…w Jamie

	Administrative Control: Security Mgmt, Workforce Security, Assigned Security, BA Contracts
	6 months
	First time
	Jamie… w Chris

	Physical Controls: Device & Media Controls, Workstations
	6 months
	First time
	Pat… w Jamie

	Technical Controls: Access Control
	6 months
	First time
	Pat… w Jamie


2.5 Audit Plan Standard

Below are an outline and a simplified format example for an audit plan.  

Front Page:  Title: ‘Technical Safeguards:  Access Controls’, Date, and Signatures.

Objective: 

HIPAA Compliance: Technical Safeguards: Access Controls: 

Regulation: “Implement technical policies and procedures for electronic info systems that maintain EPHI.  These policies and procedures should contain access protocols that will establish and enforce the entity’s other access policies, and allow access only to those persons or software programs that have been granted access rights.”

Scope: 

Since this is an initial implementation, the audit will be mainly on the currently available documentation and tools and only on electronic information systems that maintain EPHI.

Constraints: 

Policy dictates that laptops/workstations can access but not store EPHI. If there is verification that Health First Software forms cannot store EPHI, then laptops do not need to be audited.

Approach: 

The audit will verify that a) policies and procedures actually adhere to HIPAA for our current implementation; b) software is compatible with the policies and procedures; c) employees are aware of policies and procedures.

Checklist:

The process includes:

1. All policies, standards, and procedures relating to access control will be listed in the audit report.

2. Verify that policies and procedures are implemented regarding role based access controls for each employee within the Health First software program to ensure access is appropriately granted. 

3. Verify that policies and procedures are implemented regarding network access protocols for the medical database. These protocols should establish and enforce authorization from all access points, including wireless access and Internet access for the internal network and database.  These protocols should ensure unique user identification both locally and remotely.  Perform vulnerability scans and penetration tests to ensure limited access.  (Audit tool names to be added at a later date.)

4. Verify that the database is encrypted.  

5. Verify that these policies are implemented: Verify that access logging for the Health First database records user actions, and that Health First Software forms cannot store EPHI to the user hard drive.

6. Verify that terminals automatically lock after 3 minutes.

7. Verify that an emergency access procedure is available and functional.

8.  Verify that staff is aware of the procedures by interviewing all staff.  (Audit questions to be added when the policies/procedures are developed.)

Checklist:  This last section should include the bulk of the audit plan.  It should include audit setup, audit tools, list of persons to be interviewed, and forms of compliance or substantive testing.

For internal audits, the plan can include a Results section with Signature, indicating the findings of the audit.  For a more formalized audit, a separate Report would be written.
2.6 Audit Report Standard

Objective

Scope, (Period of coverage)

Findings, conclusions, recommendations: including follow up, and reservations or qualifications 

· Grouped by materiality or intended recipient

· Mention faults and constructive corrections

Evidence: Support results (may be separate)

Conclusion: Executive Summary: overall findings, & opinion

Signed & dated

2.7 Equipment Baseline Audit

Equipment audited:________________________________________________________

Auditor:____________________________ Signature:____________________________


Also present:________________________  Signature:____________________________

Date:___________________________________________________________________

Table 6.4.1 Equipment Baseline Audit

	Topic
	Standard
	Finding

	Inventory
	Does equipment tag, H/W, S/W match inventory record?
	

	Antivirus
	Last date updated
	

	
	Automatically updated
	

	
	Result when run
	

	Password
	Password complexity meets standard
	

	Patching
	Automatic patching enabled
	

	
	Last date patched
	

	Minimized Services
	Last date internal services were checked/minimized.  
	

	
	Vulnerability scanner results & date checked
	

	Minimized Vulnerabilities
	Network ports observed by scanner include
	

	
	Date of last scan
	

	Backups
	Last full backup taken
	

	
	Location backup saved offsite
	


Some portion of equipment should be monitored annually – servers should be monitored more regularly than employee terminals.

2.8 Audit Help Guides

This section includes some recommended audit plan questions and tools.

2.8.1 Control Matrix

The control matrix can help in determining where controls are weakest, and thus where vulnerabilities may exist.  These can be listed directly as findings, and can be further tested to determine their specific vulnerabilities.  Example controls and errors are shown, but should be expanded.

Table 6.5.1 Control Matrix

	Error->

Control v
	Disk failure
	Hack
	Fraud
	Social

Engineer

	Access Control
	 
	 
	Weak
	Weak

	Authentication
	 
	Strong
	 
	 

	Firewall
	 
	Medium
	 
	 

	Physical: locked door
	 
	Weak
	 
	 


2.8.2 Audit Questions for Employee Policy Adherence

This section offers some good checks to ensure that employees are aware of policy and that their actions adhere to policy.

Audit questions for employees:

· Who do you contact when a virus is found?

· Who would you contact if you suspected fraud?

· Has anyone ever used your login/password?

· Do you have a written job description?

· What functions do you do as part of your job description?

· Is there sufficient training or documentation for you to do your job?

· What legislation do you adhere to and how?

· Are you happy with your job?

· What is your password?  (They should not provide and if they do, the password should be changed)

Auditor checklist:

· Are login/passwords taped to terminal or nearby?

· Can the password be guessed based on interests?

· Is any confidential information in the office wastebasket?

· Do access permissions adhere to authorization records?

COBIT Evaluation

The COBIT model is a method to evaluate the IT or security maturity of an organization. The questions below summarize some of the qualifications

Answers:

Current Status:

No=Don’t Do   
Yes=Do, Undocumented
Doc=Documented
Meas=Measured

Planned Status:

0= No imp 
+=Want to improve (time-permitting)
5=Expect improvement in 5 year
1=Critical to improve (next year)

	Planning & Organization
	

	1.  Does management prepare strategic plans for IT that aligns business objectives with IT strategies?  Does this planning approach solicit input from relevant internal and external stakeholders?
	

	2.  Does the IT organization communicate its IT plans across the organization?
	

	3.  Does IT management communicate its activities, challenges and risks with senior management?
	

	4.  Is information classified according to company security and privacy policies?  If so, are security levels for each data classification defined, implemented and maintained?
	

	5.  Are the roles and responsibilities of the IT organization defined, documented, communicated, and understood?
	

	6.  Does IT management report all significant IT events or failures to senior management?
	

	7.  Has management implemented a division of roles and responsibilities (segregation of duties) that minimizes allowing a single individual from subverting a critical process, within and outside IT?
	

	8.  Has the organization adopted and promoted a culture of integrity management, including ethics, business practices, and human resources evaluations, within and outside IT?
	

	9.  Are IT-related controls in place to ensure continued control effectiveness when personnel change or leave their jobs?
	

	10.  Has the organization documented all significant IT processes and activities related to systems development and support?
	

	11.  Does training and education programs include ethical conduct, system security practices, confidentiality standards, and integrity standards?
	

	12.  Are you familiar with the concept of data owner?  If no, go to 13.

(A data owner is someone who is intimately familiar with the data who decides who should have access to the various parts of the data.)

If so, has data integrity, ownership and responsibilities been communicated to data owners, and have they acknowledged their responsibilities?  

If not, do you have written standards for how specific data can be distributed and accessed on the computer?
	

	13.  Does management have IT policies, procedures and standards? If no, go to 15.

Does management periodically review its IT policies, procedures, and standards as necessary?  Does management periodically review non-IT policies, procedures, and standards as necessary?
	

	14.  Does management have a process in place to assess compliance with its IT policies, procedures and standards, investigate deviations, and take appropriate corrective action?
	

	15.  Does the organization perform a comprehensive security assessment for all significant IT systems and locations?
	

	16.  Does the risk assessment process include the consideration of information-related risks, including technology reliability, information integrity, and IT personnel?
	

	Acquisition and Implementation
	

	17.  Do controls exist over the installation of new and modified software?  

(Includes standards for which software is installed at each site, who does the installation, how new software is tested – particularly if for Internet.  Also, if new software is desired, what approval process the request goes through.
	

	18.  Are user reference and support manuals prepared as part of every information systems development or modification project?
	

	19.  Are significant changes in technology tested, including: system, integration, and user acceptance, load and stress testing, interfaces with other systems, and data conversion?
	

	20.  Do formal change management procedures exist for all changes, as well as system or supplier maintenance?  

(In other words, are IT-related requests and changes documented, managed, and tracked to completion?  Is there a documented procedure for this?)
	

	Delivery and Support 
	

	21.  Does (IT) management establish vendor management policies, which are used to select vendors for outsourced IT-related services?
	

	22.  Does the monitoring of third-party service providers include a regular review of security, availability, and processing integrity?  (Either as measured by you or them?)
	

	23.  Has business impact assessment been performed that considers the impact of systems failure?  

(Have you considered which of your business applications are the most critical, and what you would do if the computer support was lost?  Have you documented this?)
	

	24. Has IT management established a business continuity framework that is aligned with the company’s overall business plan?  

(Does IT have a disaster recovery plan for when computers fail, and is it in line with the Business Impact Analysis developed by the business management?)
	

	25.  Has offsite storage and recovery facilities been tested at least annually?

(I.E.  Are backup tapes or disks stored off-site and have they been reloaded periodically for testing or actual need?)
	

	26.  Is sufficient system event data retained to enable the reconstruction, review, and examination of the time sequences of processing?  

(I.E.  Do you have a well-thought out system of event logs that cannot be modified?)
	

	27.  Are operational events that are not part of the standard operation recorded, analyzed, and resolved in a timely manner?

(i.e., Do you have an incident response plan, or is there a mechanism to address irregularities?)
	

	28.  Is performance and capacity of the IT system monitored?  Is appropriate action taken when capacity is low?
	

	29.  Are there policies to permit only authorized software usage by employees? 
	

	30.  Have procedures been established across the entire organization to protect the IT systems from computer viruses?
	

	31.  Has the system infrastructure been properly configured to prevent unauthorized access? 

(i.e., Do you ensure minimized software, minimal user access, up-to-date patches?)
	

	32.  Are software and network infrastructure periodically tested to ensure that it is properly configured?

(i.e., Do you test firewalls, and servers to ensure that they only serve specific applications?)
	

	33.  Are all users authenticated to the system as a means to ensure the validity of transactions?

(i.e., Do you have a standard requirement for individual logins, and complex, 8-character passwords, potentially with periodic forced new passwords, and do you track who completes important transactions?)
	

	34. Have control policies and procedures been established to maintain the effectiveness of authentication and access mechanisms?

(i.e., Do you document who should have access to certain functions, and audit that these permissions are indeed implemented or that authorization creep has not occurred?)
	

	35.  Do control policies and procedures exist relating to regretting, establishing, issuing, suspending, and closing user accounts?
	

	36.  Do controls such as firewalls and intrusion detection systems exist to prevent unauthorized access to the network?

(i.e., Do you control which ports are open on your firewall?)
	

	37.  Does the IT organization detect and log important security violations (for example, system and network access, virus, and misuse of illegal software). Are these security violations reported immediately and acted upon in a timely manner?
	

	38.  Does management and IT management have a security plan?  Does IT management regularly perform security assessments, which are used to update the IT security plan?
	

	39.  Does the management define policies for what information can come into and go out of the organization?
	

	40.  Does IT management ensure that all installed software is authorized and licensed properly?
	

	41.  Does the company have established retention periods and storage terms for data, program, reports, messages, and documents?
	

	42.  Are there policies and procedures for the handling, distribution, and retention of data and reports?
	

	43.  Is data input checked for validity and accuracy?
	

	44.  Are errors in data identified, reported, and resolved in a consistent and authorized manner?
	

	45. Is sensitive information protected during its storage and transmission?
	

	46.  Are data and programs backed up by IT management?
	

	47. Are restoration process and quality backup media periodically tested by IT personnel?
	

	48.  Is physical access to facilities restricted and controlled?
	

	49.  Does IT management ensure that there is a regularly updated and complete inventory of all IT hardware and software configurations?
	

	Monitoring
	

	50.  Does IT management measure IT activities against well-defined benchmarks?
	

	51.  Does IT management monitor IT’s delivery of services to identify problems and does IT respond with actionable plans to improve?
	


Appendix A: Incident Response Report

	Discovery

	Date:
	Reviewed By:

	
	

	Incident:

	

	Individuals Involved:

	

	From where did the attack originate?
	When was the attack first discovered?

	
	

	How was the attack discovered?

	

	How did the incident occur?

	

	

	Reason or vulnerability that allowed or caused incident:

	

	

	What is the reason for the vulnerability?

	

	Recovery

	Was the problem resolved?
	Who completed the recovery?

	If so, when?
	

	What functions did he or she perform?

	

	

	What tests were performed to ensure functionality?

	

	

	Improvement

	What went right or wrong in the incident response?

	

	

	How can process improvement occur?

	

	

	Incident Cost

	Actual Loss: 
	$______________________
	Time allocated:

	Response Cost: 
	$______________________
	

	TOTAL LOSS: 
	$______________________
	


Appendix B: Solution: IT Governance

B.1  Strategic Planning

Strategic planning is the highest level of IT Governance planning involving directors and executives. Long-term (3-5 year) direction considers organizational goals, regulation (and for IT: technical advances). In Table B1, the objectives can be listed and a timeframe of completion or compliance can be given.

Table B1: Strategic Plans

	Objective
	Timeframe

	Implement a locally-accessible secure Health database system

Adhere to Privacy Rule, Notification Law, Minimal Security Rule
	1-2 years

	Implement a VPN-accessible secure Health database system

Adhere to HIPAA Security Rule for extended VPN network
	2-3 years


B.2  Tactical Planning – Year 1
Tactical planning is concerned with objectives that are expected to be completed within one year. The one-year plan moves organization to strategic goal. In Table B2, the objectives can be listed and a timeframe of completion or compliance can be given.

Table B2: Tactical Plans

	Objective
	Timeframe

	Implement Privacy Rule
	3 months

	Adhere to minimum risk of Notification Law
	3 months

	Implement the following Security Rules:

· Administrative: Workforce Security

· Administrative:  Assigned Security Responsibility

· Physical Controls:  Device & Media Controls (includes backup)

· Physical Controls:  Workstations

· Technical Controls:  Access Control
	6 months

	Implement the following Security Rules:

· Administrative: BA Contracts

· Administrative: Security Management (includes Risk Management) except Info Systems Security Review

· Administrative: Security Awareness & Training
	9 months

	Implement the following Security Rules:

· Administrative: Security Management including Info Systems Security Review

· Administrative: Information Access Management

· Administrative: Required parts of Contingency Plan

· Technical: Other Technical Safeguards: Audit, Integrity, Authentication
	1 year



	Complete Small Business Security Workbook
	1 year


Operational Planning – Quarter 1 of Year 1

Operational planning is concerned with short-term technical plans. These plans are more detailed and are tasked to individuals for completion or compliance. Basically, this level of planning lists how the objectives in the Tactical Plan will be completed, who will do what, and how long it should take. In Table B3, the objectives and a timeframe can be listed and the responsible individual(s) can be named.

Table B3: Operational Plans

	Objective and Timeframe
	Responsibility

	Complete Small Business Security Workbook:

· Meet every other week for 2 hours 
	Terry, Chris, Jamie, Pat

	Privacy Rule Implementation:  (4 weeks)

· Develop Security Contracts: Employee Agreement, Business Associate Contract, and Notice of Privacy Practices

· Develop paperwork for Authorizations

· Double-check if current Polices fully adhere to Privacy Rule

· Get approval on all documents from lawyer and team

· Identify Chief Privacy Officer (1 week)
	1Q

Terry

Jamie & Chris

	Notification Law Adherence

· Investigate encrypted disks and devices to purchase (6 weeks)


	1Q

Pat

	Security Rule Implementation:  
· Physical Controls:  Device & Media Controls: Develop list of security software to purchase (6 weeks)

· Physical Controls: Workstations (2 weeks)

· Technical Controls:  Access Control (All except encryption: 2 weeks, Encryption 6 weeks)

· Administrative Controls: Workforce Security:  Develop adherence plan (8 weeks)
	2Q
Pat

Pat

Pat

Chris


Appendix C: Payment Card Industry Data Security Standard Requirements

This appendix will outline which sections of this workbook must be completed in order to be in compliance with the Payment Card Industry Data Security Standard (PCI DSS).  The PCI DSS has 12 requirements, each requirement having their own detailed requirements. The actual requirements document issued by the Payment Card Industry Security Council can be found at: https://www.pcisecuritystandards.org/security_standards/pci_dss_download.html. Although in most states it is not legally mandated to meet the requirements of the PCI DSS, it should be understood that the standards given by PCI DSS are thorough and will help businesses have more complete security plans in general and will assist in the protection of consumers’ personal credit card information.

Table C1: PCI DSS Requirements

	PCI DSS Requirements
	Applicable Workbook Section(s)

	Requirement 1: Install and maintain a firewall configuration to protect cardholder data
	4.2, 5.4, 5.11

	Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
	5.1, 5.2, 5.5

	Requirement 3: Protect stored cardholder data
	4.1

	Requirement 4: Encrypt transmission of cardholder data across open, public networks
	4.2

	Requirement 5: Use and regularly update anti-virus software
	5.1, 5.2, 5.5

	Requirement 6: Develop and maintain secure systems and applications
	5.1, 5.2, 5.5, 5.6

	Requirement 7: Restrict access to cardholder data by business need-to-know
	5.10, 5.13

	Requirement 8: Assign a unique ID to each person with computer access
	5.10

	Requirement 9: Restrict physical access to cardholder data
	4.3, 5.3

	Requirement 10: Track and monitor all access to network resources and cardholder data
	4.2, 6.1

	Requirement 11: Regularly test security systems and processes
	6.1, 6.2

	Requirement 12: Regularly test security systems and processes
	3.2, 3.3, 4.4, 5.12


In summary, Sections 3.2, 3.3, 4.1, 4.2, 4.3, 4.4, 5.1, 5.2, 5.3, 5.4, 5.5, 5.6, 5.10, 5.12, 5.13, 6.1, and 6.2 should all be reviewed and completed with the requirements in mind to ensure compliance with PCI DSS. When developing Section 3.2, Policy Manual, PCI DSS requirement 12 should be reviewed and examined thoroughly to be sure all sub-requirements are met. The detailed policy requirements can be found at the link given above.

Appendix D: Sarbanes-Oxley Act Compliance for Non-Profit Organizations

The American Competitiveness and Corporate Accountability Act, more popularly known as the Sarbanes-Oxley Act (SOX), is legislation that was passed in 2002 in response to many corporate scandals such as Enron. In this section, we will discuss the SOX legislation, how it applies to non-profit organizations, and how to achieve legal compliance.

There are only two requirements from the SOX Act that apply to non-profit organizations: whistle-blower protection and document destruction and retention policies. However, many express recommendations that other provisions of the SOX Act should be adhered to as a matter of best practices.

Table D1: SOX Requirements

	Sarbanes-Oxley Requirement
	Applicable Workbook Section(s)

	Section 802: This section imposes penalties of fines and/or up to 20 years imprisonment for altering, destroying, mutilating, concealing, falsifying records, documents or tangible objects with the intent to obstruct, impede or influence a legal investigation. This section also imposes penalties of fines and/or imprisonment up to 10 years on any accountant who knowingly and willfully violates the requirements of maintenance of all audit or review papers for a period of 5 years.
	3.2, 5.7

	Section 1107: Whoever knowingly, with the intent to retaliate, takes any action harmful to any person, including interference with the lawful employment or livelihood of any person, for providing to a law enforcement officer any truthful information relating to the commission or possible commission of any federal offense, shall be fined under this title, imprisoned not more than 10 years, or both.
	3.1, 3.2


Other sections of the SOX Act that are not required by non-profit organizations, but are recommended are as follows:

· Audit Committee requirements

· Auditors and Conflict of Interest

· Code of Ethics/Conduct

These can be addressed in Sections 6 and 3.2 of this workbook.

Appendix E: Operational Network Security: Using a Protocol Analyzer

Table E.1: Protocol Dump Solution

	Remote address

IP numeric: IP name
	Protocol used
	Direction initiated

(Local or remote)
	Port number

from -> to
	Section Number,

Other notes

	131.210.12.255

Local broadcast
	UDP
	Me -> Local
	137->137

138->138
	Section 1: 

Network Neighborhood

Local broadcasts and no reply

	208.69.152.139

(su3.mcafee.com)
	TCP
	Me -> remote
	4487->80
	Section 2:

Antivirus update from mcafee.

Receiving 1380 bytes per packet.

	161.69.12.13

(update.keepalive.mcafee.com)

161.69.13.33

(data.hackerwatch.org)

205.213.110.33

(download.mcafee.com)
	TCP
	Me -> remote
	4496->80

4497->80

4498->80
	Section 3:

The keepalive simply connects and disconnects.  

Minimal bidirectional data to hackerwatch!

Download.mcafee downloads data.

Total data sent,recvd:

4497: 340, 432

4498: 191, 299K

	161.69.13.37

(events.hackerwatch.org)


	TCP
	me-> remote
	4499->80
	Section 4:

Sending data to hackerwatch.

Connections close by resetting.

Total data sent,recvd:

4499: 3694, 477

	65.54.95.155

download.windowsupdate.com


	TCP
	me-> remote
	4503->80
	Section 5:

Re-request DHCP

Request download from Microsoft

Download 43K of data


Appendix F: Operational Network Security: Router Configuration 

This is a more extensive solution.  

ip access-list extended LANFilterIn


remark This filter is for incoming traffic from local LAN to local LAN or Internet


remark Validate that source IP address is in range 1-31.  Allow TCP and ICMP

remark This will enable traffic for McAfee, Windows Updates also to occur

permit tcp 165.21.22.0  0.0.0.31 any


permit icmp 165.21.22.0  0.0.0.31


remark Log any packets not matching the above criteria

deny any any log
ip access-list extended NetFilterOut


remark This filter is for incoming traffic from local LAN going to Internet

remark Updates for McAfee, Windows
permit tcp 165.21.22.0  0.0.0.31 161.69.12.13  0.0.0.31 reflect Mcafee1

permit tcp 165.21.22.0  0.0.0.31 205.213.110.33  0.0.0.31 reflect Mcafee2


permit tcp 165.21.22.0  0.0.0.31 161.69.13.37  0.0.0.31 reflect Hackerwatch

permit tcp 165.21.22.0  0.0.0.31 65.54.95.155  0.0.0.31 reflect Microsoft

remark Outgoing web page requests are permitted for email, other www

remark May ease by allowing any port with log, or restricting  full TCP to 3 terminals.

permit tcp 165.21.22.0  0.0.0.31 any eq 80 reflect KSC-filter

remark Deny ICMP redirects, but permit ICMP for two servers

deny icmp any any host-redirect

permit icmp host 165.21.22.25 

permit icmp host 165.21.22.28

 remark Reject everything else and log it

 deny ip any any log



ip access-list extended NetFilterIn


remark This filter is for incoming traffic from the Internet

remark Allow incoming connections from Health plan, home, hospital.

permit tcp host 112.84.62.88 range 11020 11021 host 165.21.22.25 range 11020 11021 

permit tcp host 69.88.43.42 range 11020 11021 host 165.21.22.25 range 11020 11021

permit tcp host 120.43.33.86 eq 4500 host 165.21.22.25 eq 4500

permit tcp 132.45.69.0  0.0.0.255 eq 4500 host 165.21.22.25 eq 4500

remark Enable KSC-originated web& update traffic (including email) to be received
evaluate KSC-filter

evaluate McAfee1

evaluate McAfee2

evaluate Hackerwatch

evaluate Microsoft

 remark Create ACLs for remote world into router – limit source IP addresses


 deny ip 172.16.0.0  
0.15.255.255 any log


 deny ip 192.168.0.0 
0.0.255.255 any log


 deny ip 0.0.0.0   
0.255.255.255 any log


 deny ip 169.254.0.0 
0.0.255.255 any log


 deny ip 192.0.2.0 
0.0.0.255 any log


 deny ip 224.0.0.0 
31.255.255.255 any log


 deny ip 127.0.0.0
0.255.255.255 any log


 deny ip 1.0.0.0
0.255.255.255 any log


 deny ip 2.0.0.0
0.255.255.255 any log


 remark  Ensure that addresses looking like Health First are rejected

 deny ip 165.21.22.0   0.0.0.255 any log


 remark Enable incoming web requests to web server only


 permit tcp any host 165.21.22.25 eq 80

 remark Deny ICMP redirects and pings

 deny icmp any any host-redirect


 deny icmp any any echo

 remark Reject everything else without log

 deny ip any any



interface FastEthernet 0/0


remark Internet Interface

ip address 165.21.22.1  0.0.0.0


description Health First Router


no ip directed-broadcast


no ip proxy-arp


no ip redirect


no shutdown


ip access-group NetFilterIn in


ip access-group NetFilterOut out


exit

interface FastEthernet  0/1


remark  LAN Interface: Subnet is bottom 5 bits

ip address  165.21.22.2  255.255.255.224


no ip directed-broadcast


no ip proxy-arp


no ip redirect


no shutdown


ip access-group LANFilterIn in


exit
Appendix G: Requirements Document Case Study Solution

Changes required include:

· Flexible method of contact, who else may have access to PHI (legal guardian)

· Disclosures – if access for legal/judicial/military/incarceration/… reasons

· Track last login – all and last person

· Add/delete employees accessing database – at a superuser level for data owner
· Flexible method of access control:  person – form access level

· Track form accesses: when, who, why; print report

· Change passwords auto - monthly

· Activity report: Record read/update/create/delete

· Screen Time-out

· Approve Activity report (Authorization mechanism)

· “Health First Staff Only” notice

· Limit/prevent saving of PHI to removable devices

· Encryption of transmission & storage & backup
· Integrity checks over data

· Address backup/restore

· Error logs readable by non-technical staff (e.g., if data is modified, invalid login attempts)
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� This Code of Ethics is adapted from “Essentials of Corporate Fraud”, Tracy L Coenen, John Wiley & Sons, 2008.





� 


� Richard Kissel, NISTIR 7621, “Small Business Information Security: The Fundamentals (Draft)”, National Institute of Standards and Technology, U.S. Dept. of Commerce, May 2009, p1.


� COBIT


� CISA: Certified Information Systems Auditor, ISACA


� CISM: Certified Information Security Manager, ISACA


� Richard Kissel, NISTIR 7621, “Small Business Information Security: The Fundamentals (Draft)”, National Institute of Standards and Technology, U.S. Dept. of Commerce, May 2009,  �HYPERLINK "http://csrc.nist.gov/publications/drafts/ir-7621/draft-nistir-7621.pdf"�http://csrc.nist.gov/publications/drafts/ir-7621/draft-nistir-7621.pdf�.





To Do


Network Security:  Has changed since now color-coded and shows servers according to sensitivity -> update case study?  Also Terry’s computer is not accessible via WLAN since if WLAN is penetrated or doesn’t work, operation is susceptible.  New visio diagram would be helpful in workbook.





Incident response:  Tracking device should be briefly described (name of tool would be useful).  Training has changed in workbook for employees and BAs.  Did we decide to show a sample copy then ask for another?





Metrics:  New solution, do we have a corresponding case study?  Need to describe that Operational level gathers metrics and looks at them more individually.  Tactical level evaluates how you are performing from the trend or half-year perspective.  Give example in case study





Personnel: New solution, need case study.





Audit: Note in Teaching Appendix table that Tactical Planning must go before Audit.
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