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Encryption


Computer & Network Security

Encryption

Text:

Network Security: The Complete Reference, Bragg, Rhodes-Ousley, Strassberg et al.

Chapter 7

Objectives:

The student should be able to:

· Define authentication, integrity, confidentiality and non-repudiation.

· Define plaintext, ciphertext, key, P-box, S-box, product cipher, session key, digital signature, message digest, hash.

· Demonstrate operation of a simple substitution cipher, permutation or transposition cipher, stream cipher, block cipher, block chaining mode cipher.  

· Describe why chaining is advantageous in block ciphers.

· Define symmetric versus asymmetric encryption algorithms and describe the differences between the two.

· Define the advantages of secret key and public key algorithms.  Describe their functions in relation to authenticity, non-repudiation, integrity, confidentiality, and speed.

· Define whether the following protocols support authentication, non-repudiation, integrity, and/or confidentiality via hashing or a type of encryption: AES, HMAC, DES, MD5, Blowfish, RCS, RSA.

· Describe the purpose of Kerberos.

Class Time:

Lecture: 


Exercise


1 hour


Review exercise

0.3 hour


Lecture


1.3 hour


Discussion 


0.3 hour


Total:



3 hours

Ciphering

Definitions:

Cryptography: Hidden writing

Plaintext: message to be encrypted: P

Ciphertext: output of an encryption process: C

Key: Used with a function to transform plaintext into ciphertext.

Cryptosystem:  A system that can encrypt and decrypt data

Intruder: hears and accurately copies down the complete ciphertext.

Cryptoanalyst: Someone who attempts to break an encryption

Work Factor: Cryptography strength = An estimate of the effort required by an attacker to penetrate encrypted data

Equations:


C = Ek(P)

The encryption of the plaintext P using key k gives the ciphertext C.


P = Dk(C)

The decryption of ciphertext C using key k give plaintext P.

Goals of Cryptosystems:

· Confidentiality:  Unauthorized parties cannot access information (->Private Key Encryption)
· Authenticity: Ensuring that the actual sender is the claimed sender. (->Public Key Encryption)
· Integrity: Ensuring that the message was not modified in transmission. (->Hashing)
· Nonrepudiation: Ensuring that sender cannot deny sending a message at a later time. (->Digital Signature)
Problem:  For Authenticity & Nonrepudiation, only one person may know key.

Cryptoanalysis complexity is related to:

Confusion: Can an interceptor predict changes in the ciphertext if one bit is changed in the plaintext?  

Diffusion:  Does a change to one bit affect multiple bits in the ciphertext?  If so, more of the ciphertext must be obtained for decoding.

Rules:

· One must assume the cryptanalyst knows the general method of encryption used: E.

· If many experts have tried to break the algorithm for a number of years after its publication and no one has succeeded it is probably pretty solid.

· In many cases the cryptanalyst can guess at parts of the plaintext: e.g. Please Login.

Cipher Types:

Substitution Cipher: Substitute one character for another.

· Monoalphabetic substitution: Map one letter onto another letter.

· Julius Caesar:  Shifted characters 3 positions: A=D

· Try to break: amoto ea eb!

· Easy to break because: 

· some characters or pairs occur more frequently: e, t, o, a, n, i, ...

· business is known: accounting company uses word: financial

Question: How many solutions are possible?

Transposition Cipher: Reorder the letters but do not disguise them.

· To break the code:

1. Can determine transposition cipher used since common characters statistically same distribution.

2. Guess at number of columns

3. Order the columns.

Question: How many solutions are possible?

Example Transposition Cipher:
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Output: AFLLSKSOSELAWAIATOOSSCTCLNMOMANTESILYNTWRNNTSOWDPAEDOBUOERIRICXB

Since both techniques can be broken, cryptographic algorithms rely on multiple cascading ciphers.

Current Encryption algorithms use:

· P-box: Performs permutations or transpositions on an 8-bit input.

· S-box: Performs substitutions

· Product Cipher: Cascade a series of boxes.

Symmetric Cryptography

· In encryption and decryption both parties use the same key.

· Secret keys: Each user must keep the shared key a secret.

· Include block and stream ciphers

Examples of Symmetric Algorithms:

	
	Key Size
	# of Functions
	Type 
	Comments

	DES
	64 bits

(includes 8 bit parity)
	16
	64-bit block
	1999: Distributed net cracked DES key in 22 hours

	Triple DES

3DES
	2 x 64

or

3 x 64
	48
	64-bit block
	Intermediate govt. standard while AES was being developed. 

Compared to DES:

- 256 times stronger

- 3 times more time-consuming

Various modes supported

	IDEA
	128
	8
	64-bit block
	Used in PGP encryption

Patented

	Blowfish
	Up to 448 bits
	16 
	64-bit block
	Thought to be more reliable than AES (2001)

	RCS
	Up to 2048 bits
	Variable
	Usually 32-, 64- or 128-bit blocks
	Patented by RSA Data Security.
Uses XOR, addition, table lookups

	AES
	128*, 192, or 256
	10*, 12, 14, or variable
	128-bit* or variable
	Current govt. standard for sensitive but unclassified info.

Also includes shift & add operations.


DES Modes:

· Electronic Code Book Mode: No-Chaining mode.  Each key uses a different code book.  Used for short sequences of data

· Cipher Block Chaining Mode:  Output is part of the encryption process for the next block of input.  Used for long sequences of data

Triple DES Modes:

· DES-EEE3: Uses 3 different keys for encryption

· DES-EDE3: Performs Encryption/Decryption/Encryption using different key for each.

· DES-EEE2:  Performs 3 Encryptions; first and third operation use same key.

· DES-EDE2:  Performs Encryption/Decryption/Encryption; the encryptions use same key.

Encrypt: 
P->E(k1)->E(k2)->E(k3)->C

Problem: There is a group of five people.  Each person wants to communicate in an encrypted way with every other member of the group.  How many private keys are necessary?

Question:  Do these ciphers provide:

· Confidentiality:  Unauthorized parties cannot access information

· Authenticity: Ensuring that the actual sender is the claimed sender.

· Integrity: Ensuring that the message was not modified in transmission.

· Nonrepudiation: Ensuring that sender cannot deny sending a message at a later time.

Asymmetric Encryption Algorithms

Public Key:  You announce the key to be used for encryption

· Different keys are used for encryption and decryption

· The key used for encryption cannot be used for decryption: a corresponding key must be used.

	
	Symmetric – Secret Key
	Asymmetric – Public Key

	Number of Keys
	1
	Encryption Key

Decryption Key

	Protection of Key
	Must be secret
	Encryption key is public

	Best Applications
	Confidentiality: Cryptography
	Nonrepudiation

Authenticity

	Key Distribution
	Out-of-band
	Public key can be used to distribute keys

	Speed
	Fast
	Slow: 10K times slower than secret key


Problem: There is a group of five people.  Each person wants to communicate in an encrypted way with every other member of the group.  How many keys are necessary?

The Encryption/Decryption Process

· The encryption (public) or decryption (private) key may be used to encrypt; then the other key must be used to decrypt

· P = D(kPRIV, E(kPUB,P))

· P = D(kPUB, E(kPRIV,P))
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	Public Key Algorithms
	Uses
	Method
	Applications

	RSA
	Digital signatures, key exchange, encryption
	Requires factoring of large prime numbers
	Web browsers, SSL, PGP, govt.

	El Gamal
	Digital signatures, encryption, key exchange
	Requires calculating discrete logarithms in a finite field.
	

	Elliptic Curve Cryptosystems
	Digital signatures, key exchange, encryption
	Uses properties of elliptic curves
	Requires less resources than RSA: used for limited systems such as wireless devices


RSA (Rivest, Shamir, Adleman):

1. Choose 2 large primes p and q (> 10100)

2. Compute n = pq and z = (p-1)(q-1)

3. Choose a number relatively prime to z and call it d

4. Find e such that ed = 1mod z

5. Divide plaintext into k bit blocks where 2k < n

6. To encrypt: C = Pe (mod n)

7. To decrypt: P = Cd (mod n)

· RSA used for distributing one time session keys for use with DES, IDEA, ...

· RSA is too slow for actually encrypting large volumes of data: DES operates at 45,000 kbps, RSA operates at 20 kbps.

· Used by many products

· Mathematicians have been trying to factor large numbers for a long time: relatively safe.

· 1999: 7 months team with 300 computers factored an RSA-155 (digit) code.

What if Symmetric & Asymmetric are used together?

· Symmetric advantages: Speed in encryption

· Asymmetric advantages: Key distribution

· Cryptographic products use asymmetric methods to distribute secret key and symmetric methods for data encryption use.

Session Key:  A secret key that is used for a single session

· Advantage:  Even if someone guesses secret key, they only can decipher a single session.

· Procedure:

· Jan sends Andrew here public key and requests a session

· Andrew generates a random session key, encrypts it using Jan’s public key, and sends to Jan.

· Jan decrypts Andrew’s message with her private key, to obtain the session key.

· Jan and Andrew communicate using session key.

Question:  Assume you receive an email from Johnson@aol.com confirming a hotel reservation that you plan to stay at.  The email requests your VISA number.  Would you reply to the email with your VISA number?  Why or why not?

Question 2:  Assume you want to accept an offer to buy a house.  You want to use public encryption to encrypt the acceptance of the offer.  The real estate company would like you to send the contract with a digital signature.  You will encrypt the accepted offer twice using public encryption to enable both to happen.  How?

Public Key Infrastructure: An infrastructure that consists of programs, protocols, policies, and procedures to enable secure communications. Includes:

· Certificate Authority (CA):  Trusted third party distributes digital certificates. (E.g., Verisign)
· Registration Authority:  Proxy for Certificate Authority

· Digital Certificate (X.509):  Credential contains an individual’s public key, name, expriation date, serial no., CA’s digital signature.

· Keys

· Users

Cryptographic Hash Functions

· Use when integrity is more important than secrecy

· Desire to seal or shield a file so that it cannot be tampered with.

· Calculate a hash = checksum = signature = message digest to the file

· Appropriate techniques include: 

· MD5 (Message Digest) (or MDA4): 128-bit digest, Most common
· HMAC (Hashing for Message Authentication Code)

· SHA/SHS (Secure Hash Algorithm or Secure Hash Standard): 160-bit digest used by govt.
· DES or AES with chaining

· Cannot decipher a hash back to original form (unless encryption is used)

· Used to store or verify passwords

Digital Signature: Sign a document digitally

· Ensures message has not been tampered with and was generated by actual source.

· Steps include:

1.
Calculate a hash value for the message which uses every bit or use the entire message

2.
Encode entire message or resulted hash value using private key.

3.
Decode message or hash value using public key.

Authentication

Encryption Implementation

· Session key: Key used for the duration of one session.

· Permanent key: Secret key used between entities for the purpose of distributing session keys.

· The strength of any cryptographic system rests with the key distribution technique.

Key Distribution Center (KDC):  Distributes session keys after authentication.

Challenge Response Protocol:

1. Assume Alice wants to talk to Bob.  She sends her identity A to Bob.

2. Bob sends a challenge: large random number R(B) in plaintext.

3. Alice encrypts the message with the key she shares with Bob and sends ciphertext K(R(B)).

4. Bob verifies this is the correct answer and if so, knows the connection is authentic.

5. Alice sends a challenge to Bob: R(A)

6. Bob encrypts the message with the key shared with Alice and sends ciphertext K(R(A)).

· Problem: Trudy can open multiple sessions with Bob.  In each session she sends an early challenge with the same random # Bob has challenged her with.  Bob replies giving away the answer.

· Fix: Responder replies only after initiator has been authenticated.

· Fix: Responder and initiator use different keys.

Kerberos
· Named for a multiheaded dog in Greek Mythology that guards the entrance to Hades.

· Authentication Service Exchange: User authenticates and is granted a ticket Granting Ticket

· Ticket: Contains identities of both parties, a session key, access rights, expiration date.

· Key Distribution Center (KDC)

· All exchanges are timestamped

Authentication Server Exchange:  User authenticates and is granted a Ticket Granting Ticket (TGT)

1. Alice logs into KDC in plaintext.

2. The KDC returns Ticket Granting Service (TGS) session key encrypted using Alice's secret key, and a TGT containing the TGS session key encrypted in TGS secret key.

3. Workstation asks for Alice's password, which is used to generate Alice's secret key.

Ticket Granting Service Exchange:  KDC issues a service session key and a ticket for the desired service

4. Alice tells workstation she wants to contact the news service.

5. Workstation sends TGT and message to KDC.  Message is encrypted using TGS session key asking for ticket to use with news service.

6. KDC returns a session key for Alice to use with news service’s encrypted with TGS session key, and a ticket containing the session key encoded with news service's secret key.

Client Server Exchange: Client sends a ticket to the server to obtain service

7. Alice can send ticket to news service to establish a session with it, and a message encoded with session key.

8. News service issues reply that notifies Alice that she is indeed talking to news service (encoded with session key).
Features of Kerberos:

· No passwords transfer over network.

· Kerberos uses DES with key distribution

· Each user request is verified by Ticket Granting Service

· Tickets are issued for a limited time period

· Each request is time-stamped to assure no replay

· Each side authenticates the other.  (TGS must know password to be trusted.)

Alice


KDC


TGS


File


‘Alice’

---------------------------->

        EPW(KTGS+TTGS)          EK-TGS(KTGS+Alice)

<-----------------------------  ------------------------>

                       ETGS(Request F)

-------------------------------------------------------->

          ETGS(ETGS-F(TicketF+KF-A)+KF-A)
<-------------------------------------------------------

                         ETGS-F(TicketF)+EF-A(Message)

------------------------------------------------------------------------------->

                                          EF-A(Message)

<-------------------------------------------------------------------------------

Ticket:
U’s Identity


F’s Identity


Access Rights


KFA Session Key


Expiration Date

E() = Encryption

TTGS = Ticket for TGS

ETGS-F = Encrypt using key between TGS + F
Encryption Exercise
1.  Substitution Cipher:  

Each character in the alphabet has been translated into another character of the alphabet.  Decipher the message below without a key.  (Hint:  The text relates to security in some aspect.)  Spend a maximum of 10-15 minutes on this, then go to next page.
G s v    h r a v    l u    g s v    v m x r k s v i v w 

g v c g    h s l f o w    y v    m l     o z i t v i    g s z m    g s v    

g v c g    l u    g s v    l i r t r m z o    n v h h z t v.

1A.  Translated message:

1B.  Consider what letters are most common: etaoin shrdlu and common short words: the, I/a, is/in/it/if, as/an, and what letters commonly repeat: ll, ee, oo, …  Is this a good encryption technique considering these statistics?  
HINT:  You monitor the line and the first two packets say:

Oltrm:

Kzhhdliw:

(Prompting for ‘Login’ and ‘Password’.  Does this help?
2.  Permutation or Transposition Cipher:

The encrypted message is:

e f n o r a l r f c a p h o y h e e f p e n n y o c d d n u o r t p d o m e e l i o b p r y d i t t c s t h o p t e o r u r e d e n r i h t e n a s e u m m a o o r n t n e d e t t a a e i c a

Procedure: Start by finding out the number of rows each column has: 96 characters/8 columns = 12 rows.  Next write the characters in columnar form below the key letters, 12 characters per column.  Fill in the columns in alphabetic order: start with column C, then E.   The key is:

S 
E 
C 
U 
R 
I  
T 
Y


2A.  The decrypted message is:

2D.  This encryption algorithm can be broken by:

Note: Most modern encryption algorithms use many rounds of both Substitution and Permutation.  See the next example.

3.  Stream Cipher

A stream cipher uses a keystream generator to generate a series of pseudo-random bits that are used to modify the input stream, thereby generating ciphertext.  The keystream generator modifies a random number sequence with a key.  Below, the keystream sequence is added modulo 10 with the plaintext.  The Vernam Cipher had a fixed size key that was reused when data exceeded key size or with multiple messages.  A one-time pad ensures that the key randomly varies so no pattern emerges.
3A.  Generate the ciphertext by adding the input with the pseudo-random keystream generator, modulo 10.  


Ciphertextj = Modulo10 (Inputj + RandomCj)


Modulo10:  5+5=0;   6+6=2;   7+8=5;  1+1=2

3B.  Then regenerate the plaintext by inversing the random sequence and adding it to the ciphertext.


RandomDj = Modulo10 (10-RandomCj)


Plaintextj   = Modulo10 (Ciphtertextj + RandomDj)

Input:      
1  2  3  4  5  6  7  8  9  0  2  4  6  8

RandomC: 
3  1  8  4  6  5  9  2  7  2  3  9  2  8

Ciphertext:

RandomD: 


Plaintext:


3C.  Do patterns in the input result in patterns in the output?  Why or why not?

3D.  What problems might occur preventing this technique from becoming popular?

3E.  With a symmetric cipher, the same key is used for both encryption and decryption.  Therefore, with a symmetric cipher, you can decrypt ciphertext if you are capable of encrypting ciphertext.  Is this a symmetric cipher?  Why or why not?

4.  Block Cipher

A block cipher divides the data in n-bit blocks and enciphers each block separately.  Below is a 8-bit block cipher.  (Most block ciphers are 64-bit.)   Each S-Box below XORs input with the value indicated and outputs onto a line, which may feed into the next S-Box.  Notice that both Substitution and Permutation is used here.
XOR Truth Table



0 x 0 = 0



0 x 1 = 1



1 x 0 = 1



1 x 1 = 0

    Input:      1  1   1   1                           0    0    0    0


[image: image2]
4A.  Does this ciphering mechanism include substitution, transposition or both?  How many substitution and transpositions does it perform?  

4B.  What does S stand for in S-Box?

4C.  The encrypted text is:

4D.  If the next 8 input bits are identical to these input bits, what will the output be?  Can patterns be detected in the output?

5.  Block Chaining Mode – Block Cipher

After calculating one block of output, replace the upper S-Box values with the block output of the previous question.  Use these new S-Box values to encrypt the next identical input block, and its output to encrypt the following block, etc.   

     Input:      1  1 1    1                           0   0     0  0


[image: image3]
5A.  Assuming that output from the previous question replaces the values in the upper S-Boxes, the output for the second identical input becomes:

5B.  Do repeat patterns in the input show up as repeat patterns in the output?

5C.  If you reverse the operation, feeding the output into the lower S-Boxes, can you get the original plaintext back? 

5D.  A symmetric cipher is where the same key is used to both encrypt and decrypt the message.  Is this a symmetric cipher?

Hashing Exercise
Hashing is used for integrity purposes: to confirm no alteration of message.  A hash is also called a message digest.  This is an extremely simplified version of SHA-1:
Step 1: Convert text to ASCII or binary:
T


e
       

s


t

01010100 
01100101 
01110011 
01110100

Step 2: Append a 1, pad to length 40, and append the length (32=0x20) to the end:

01010100 
01100101 
01110011 
01110100 
10000000 
00010000
Step 3: XOR odd and even bytes (a=0 XOR 2 XOR 4; b=1 XOR 3 XOR 5) 

Even


Odd

01010100 
01100101 


01110011 
01110100 


10000000 
00010000

      A=

        
      B=

Actually: The block size is 512 characters (step 2), arithmetic occurs on word boundary.  

Step 4: Rotate A and B 1 bit to the left:  Left most bit becomes right most bit.


A=


B=

Step 5:  Append A and B to the string:

01010100 
01100101 
01110011 
01110100 
10000000 
00010000

Step 6:  Calculate key values using XOR, AND, NOT:

H0=10100101  
C(1)= H0 XOR H1=


H1=11001100

C(2)= H0 AND !H1=

Step 7:  Add C(1) to first 4 bytes.  Add C(2) to second 4 bytes.  Remember to append A and B to your string.  When adding, truncate top bits on overflow.

01010100 
01100101 
01110011 
01110100 
10000000 
00010000
Step 8:  Add all bytes together to get one 8-bit hash.  (In reality, it would a 160-character hash.)

Hash =

Step 9: Reinitialize key H0 and H1 to new values:


H0=H0+H0=


H1=H1+H1=
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